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2.1 Data opracowania 2023-02-07

Glossary of terms and abbreviations

Abbreviation/Term

Definition

Customs certificate

In the meaning of this instruction, this is an electronic certificate issued by the
Ministry of Finance Certification Center, which enables assigning data used to
verify an electronic signature to a person signing a document with an electronic
signature registered on PUESC and enabling identification of this person.

SISC ID

A unique identification number assigned to the persons when registering the
process in SISC.

e-Client instruction

An instruction of electronic registration for the purposes of managing the SISC
services users.

PUESC Tax and Customs Electronic Service Portal

Terms Terms for digital certificates issued by the Ministry of Finance Certification Center.
SC Tax and Customs Service

SISC Tax and Customs Information System
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1. Computer configuration

1.1 Installation of the CCK MF certificates

Proper operation of the certificate generation and signature process requires downloading and installing the
certificates of the Ministry of Finance Certification Center (CCK MF). The CertSign application installs the
necessary certificates in the Windows system at the first start (these are available for the pre-configured
Internet Explorer, Edge, Chrome and Firefox browsers). The description of Firefox configuration is provided
in chapter 1.3. If manual installation of the certificates is needed, these are available at
https://puesc.gov.pl/uslugi/uzyskaj-lub-uniewaznij-certyfikat-celny,inElectronic signing of documents>Obtain
or revoke a customs cetrtificate menu or in My Desktop ->My data>Customs certificate menu. The description
of installation of the certificates is provided in addendum A.1

1.2 Configuration of Windows Firewall

The CertSign application establishes the website connection in the computer. Manual enabling of
communication between a browser and application, for example in Windows Firewall, may be necessary. A
warning message may display, for example by Windows firewall. All options enabling network connection of
the CertSign application should be ticked. Then click the “Enable access” button.

If any antivirus software with enabled firewall or traffic analysis is used, the following should be enabled in

antivirus software:
e running the CertSign application
¢ unblocking communication between the browser and localhost address, ports 22443 and 22311.

1.3  Configuration of Mozilla Firefox browser
The Firefox browser features its own Certificate Manager, storing the certificates required for proper

cooperation between the browser and the CertSign application. In order for the browser to use the
certificates registered in the Windows certificate store, the user needs to:
Enter about:config in the address bar (and confirm).

C @ Firefox about:config b

Confirm the warning message and select Accept the Risk and Continue

Proceed with Caution

Changing advanced configuration preferences can impact Firefox performance or security.

Warn me when | attempt to access these preferences

Accept the Risk and Continue

Search for the parameter security.enterprise_roots.enabled and set its value as frue(logical value, change
with arrows on the right side).

1
5

security.enterprise_roots.enabled true

Close the browser.

After the restart, the browser should be ready to use the certificates registered in the Windows certificate
store. If this setting fails to operate, the user can manually register the CCK MF certificates in the Firefox
Certificate Manager.
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Download the following certificates from https://puesc.gov.pl/uslugi/uzyskaj-lub-uniewaznij-certyfikat-celny:
CCK MF Root, CCK MF Infrastructure and Applications, CCK MF Wewnetrzne (Internal), CCK MF

Zewnetrzne (External) and save them on hard drive.
Customs Certificates

LIST OF CUSTOMS CERTIFICATES

The list does not include qualified certificates
Generate customs certificate

CertSign certificates and installation files:
CCK_MF_Infrastructure_and_Applications (1.9 KB).crt

CCK_MF_Root (;

Cert Sign

CertSign Windows x64 version 1.3.7

In the browser, go to Settings menu or enter about:preferences in the address bar and confirm.

&) @ Firefox about:preferences <7

In Settings, go to Privacy and security and select View Certificates.

€§3 General Block dangerous downloads
@ Home Warn you about unwanted and uncommon software
Q Search
Certificates
& Privacy & Security Query OCSP responder servers to confirm the current validity of View Certificates...
certificates
7] .
&) Firefox Labs Security Devices...

E More from Mozilla

Specify the Authorities in the Certificate Manager, select Import, tick the certificates from the hard drive and
confirm import.

Certificate Manager X

Your Certificates Authentication Decisions People Servers Authorities

You have certificates on file that identify these certificate authorities

Certificate Name Security Device B
v ACCV
ACCVRAIZ1 Builtin Object Token

v Actalis S.p.A./03358520967

Actalis Authentication Root CA Builtin Object Token
v AffirmTrust

AffirmTrust Premium ECC Builtin Object Token

At the confirmation stage, verify the certificate data and set the trust rules.
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@ Downloading Certificate

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust “CCK MF Zewnetrzne” for the following purposes?

Trust this CA to identify web sites.

Trust this CA to identify email users.

Before trusting this CA for any purpose, you should examine its certificate and its policy and procedures (if available).

View Examine CA certificate

The View option enables verifying the certificate data.

Subject Name

Country
Organisation
Organisational Unit

Common Name

Issuer Name

Country
Organisation
Organisational Unit
Common Name

Validity

Not Before
Not After

Public Key Info

Algorithm
Key Size
Exponent
Modulus

Miscellaneous

Serial Number

Signature Algorithm

PL

Ministerstwo Finansow

Krajowa Administracja Skarbowa

Centrum Certyfikacji Ministerstwa Finansow

PL

Ministerstwo Finansow

Krajowa Administracja Skarbowa

Centrum Certyfikacji Ministerstwa Finansow

Wed, 10 May 2017 06:17:03 GMT
Fri, 04 May 2040 06:17:03 GMT

RSA
4096
65537

E8:97:6F:2C:EABE:8A:72:9F:46:AA:1C:A9:7E:D1:AD:30:8F.C5:D0:DF:8C:FB:DF:DD....

15
SHA-512 with RSA Encryption

Repeat the import operations for all CCK MF certificates.

1.4

Configuration in macOS

Cancel

Import the certificates of the Ministry of Finance Certification Centre to the Keychain Access.

Searching “This M...

|o
o
o
<

0o A
00 v

[s]
0
o

“Applications”

3

| NON ) <

Favarites Search: This Mac

@ AirDrop

@ Recents 1 _
A Applications <'l:| a <:|
(= Desktop Keychain Access.app

[ Documents

© Downloads

Select File>Import items ... in the Keychain access

» Q keychain



Keychain Access File Edit View Window Help

Default Keychains ew ldentit D fficates Keys Certificates

o login Import ltems... <:|

o’ Local Items

System Keychains Add Keychain...
A System | < ¢
(@ System Roots Close

A window enabling identification of the location of the certification center’s certificate files will display.

Favorites

Mmv &~ {5 Downloads ®e Q
@ Recents
¢ Applicati... [ CCK_MF_Infrastruktura_i_Aplikacje (1,9 KB).crt
(= Desktop @ CCK_MF_Root (2,2 KB).crt

@ CCK_MF_Wewnetrzne (1,9 KB).crt
© CCK_MF_Zewnetrzne (1,9 KB).crt

[ Documents (_~_b“ I
Certifictn.

(= Mot peleerel

@ Downloads

Loca
& iCloud Dri...

Tags
@ Czerwony
® Pomaran...

Zéity

Zielony

Purpurowy CCK_MF_lInfrastruktura_i_Aplikacje (1,9 KB).crt

L]
@® Niebieski
L]
° certificate - 2 KB

Szary

Information Show More
@ All Tags...

Created Today, 10:50 AM
Media Modified Today, 10:50 AM
Photos Tags

2
Show Options Cancel m

Tick the certificate file (1) and click Open (2). The certificate will be imported and obtain the “untrusted”
status.

@& KeychainAccess File Edit View Window Help

[ BN J Keychain Access

Default Keychains All ltems
o login

d Local Items

Passwords Secure Notes My Certificates Keys Certificates

CCK MF Infrastruktura i Aplikacje

Intermediate certificate authority

Expires: Monday, May 8, 2028 at 10:45:39 AM Central European Summer Time
Q@ "CCK MF Infrastruktura i Aplikacje” certificate is not trusted

System Keychains

£ System

@ System Roots Name
i <key>
¥ <key>

/ Apple Persistent State Encryption

B CCK MF Infrastruktura i Aplikacje

/ com.apple.NetworkServiceProxy.ProxyToken
/' com.apple.NetworkServiceProxy.ProxyToken
/_ com.apple.NetworkServiceProxy.ProxyToken

Click the certificate and unfold the Trust options.
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CCK MF Infrastruktura i Aplikacje

= CCK MF Infrastruktura i Aplikacje
()I’/‘////(’(l/l‘ | " s i
e ntermediate certificate authority
== w Expires: Monday, May 8, 2028 at 10:45:39 AM Central European Summer Time
€ "CCK MF Infrastruktura i Aplikacje” certificate is not trusted

Trust <]

When using this certificate:

Use System Defaults ?

Secure Sockets Layer (SSL)
Secure Mail (S/MIME)
Extensible Authentication (EAP)
IP Security (IPsec)

no value specified
no value specified
no value specified
no value specified
Code Signing no value specified

Time Stamping
X.509 Basic Policy

no value specified

POOOOO O

no value specified

Details
Subject Name

Country or Region
Organization
Organizational Unit

PL
Ministerstwo Finansow
Krajowa Administracja Skarbowa

Common Name CCK MF Infrastruktura i Aplikacje

In the Trust options, set Always trust in the When using this certificate field and save the settings.

O @] CCK MF Infrastruktura i Aplikacje
= CCK MF Infrastruktura i Aplikacje
"//'/””/' Intermediate certificate authority
=== w Expires: Monday, May 8, 2028 at 10:45:39 AM Central European Summer Time
@ "CCK MF Infrastruktura i Aplikacje” certificate is not trusted
Trust

When using this certificate:| Always Trust

Secure Sockets Layer (SSL)
Secure Mail (S/MIME)
Extensible Authentication (EAP)
IP Security (IPsec)

Always Trust
Always Trust
Always Trust
Always Trust
Code Signing Always Trust

Time Stamping
X.509 Basic Policy

Always Trust

OO EE ©

Always Trust

Details
Subject Name
Country or Region PL

Organization Ministerstwo Finansow

Organizational Unit
Common Name

Krajowa Administracja Skarbowa
CCK MF Infrastruktura i Aplikacje

Repeat these operations for all CCK MF certificates.
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2. Installation of the CertSign application

2.1 Downloading and running the installer

The installation files of the CertSign application are available on the PUESC portal in the Electronic signing
of documents at section Download the CertSign program and sign documents with a customs signature
https://puesc.gov.pl/uslugi/elektroniczne-podpisywanie-dokumentow

There are several program versions made available. Choose the version compatible with the current
operating system of the computer. After downloading, run the application installer.

In the Microsoft Windows systems, the application installs in the user profile, without the need to
level up the rights to the local administrator type.

The applications are intended for use neither in the server versions of the operating systems, nor for terminal
operation.

2.2 Connection status
The application displays two possible website connection statuses:

5 CertSign #5 CertSign

|
'% Krajowa Administracja  Connection status: connected ‘% Krajowa Administracja  Connection status: disconnected
| Skarbowa | Skarbowa

Certificates/log £2. Sign Certificates/Log 2. Sign

Directly after starting, the application displays the Connection status: disconnected, which is
correct.

The Connection status: connected message informs that the PUESC website correctly established the
connection with the CertSign application. The connected status is required when generating a certificate
and signing a document on PUESC. When signing a file from a computer hard drive, no connection with the
PUESC website is required. In such case, the disconnected status is not a sign of improper operation.

After manual starting, the application will display the disconnected status, until the operation of signing a
document or generating a customs certificate is run on the PUESC website.

If there is no connection at the time of generating a certificate or signing a document on PUESC (Connection
status: disconnected), a computer and browser should be configured as set out in chapter 1. The
disconnected mode enables signing the files stored on the computer hard drive (offline), provided that the
user holds the certificate.

In the Linux and Linux and Mac OS X-family systems, it is recommended to use the pre-configured Firefox.

If there are any connection problems, proceed as described in addendum A.6

2.2 Automatic installation of the CCK MF certificates

At the first start in the Microsoft Windows systems, the application checks whether the certificates of the
Ministry of Finance Certification Center are installed. If not, the application automatically suggests their
installation.
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Security Warning

R

Y
£

y
3

You are about to install a certificate from a certification
authority (CA) claiming to represent:

Centrum Certyfikacji Ministerstwa Finansow

Windows cannot validate that the certificate is actually from
“Centrum Certyfikacji Ministerstwa Finansow". You should
confirm its origin by contacting "Centrum Certyfikacji
Ministerstwa Finansow". The following number will assist you
in this process:

Thumbprint (shal): 3135E42E 93CB89DC BB279703 A98B230A
4356092D

Warning:

If you install this root certificate, Windows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmed thumbprint is a security risk. If you click
“Yes” you acknowledge this risk.

Do you want to install this certificate?

Yes No

After proper installation, the certificates are available for the following browsers: Internet Explorer, EDGE,
Chrome (browsers using the Windows CSP) as well as Firefox configured as set out in chapter 1.3.

10
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3. About the CertSign application

The CertSign application executes two functions:
1. generating the certificates and operating the cryptographic keys,
2. signing a document with an electronic signature in the online and offline mode.
The application cooperates with the following browsers: Chrome, Firefox, Internet Explorer 11 and Edge.

3.1 Functions and settlings of the CertSign application

Connection status — informs whether the application established the connection with the PUESC website.
The connection status has the following values: connected or disconnected. When operating in the offline
mode, no connection is the proper status.

In the connected mode (online), the application performs operations in the background of the website. After a
potential selection of the option, the CertSign window should be minimised to the taskbar.

K5 CertSign

% Krajowa Administracja  Connection status: disconnected Help

[ Certificates/Log /2 Sign
Cryptographic service: CSP

# Selected signing certificate

[ ]] Certificate details Change certificate

EMAILADDRESS pl, CN
Issued for: i g
OU=(
Issued by: CN=CCK Operator, OU=Krajowa Administracja Skarbowa, O=Ministerstwo Finansow, C=PL
valid to: 19/11/2028 13:38:04

Serial number: 14

Log level: © Simple Full Autodiagnosis Save log

2025-01-09 14:57:48.196 INFO Version: 1.3.74
448 INFO EnigmaProvider version: 1.3.74
451 INFO Default Charset=windows-1250
646 INFO Path: pkiApplet
657 INFO HTTP port: 22311

3 INFO HTTPS port: 22443
.668 INFO Running arguments: -n CertSign -t CERTSIGN -I PL -h https://puesc.gov.pl/pki/resource/Instrukcja_CertSign.pdf -hv -hed -hce -hag
2025-01-09 14: 8.676 INFO WebSocket server started
2025-01-09 14:57:48.684 INFO The path of EnigmaProvider properties file is C\Users\ixey\AppData\Roaming\enigmaProviderCertSign.properties
If the system screen scale is of other value than 100%, it needs to be placed there under the parameter screenScale.
Currently set scale: 100%.

2025-01
2025-01

2025-01

Version 1.3.74, EnigmaProvider 1.3.74 A A A EN ’L Close

Clicking the “Help” button provides access to the operating instruction of the application.

The “Certificates/Log” tab displays the current selection of the certificate used for electronic signature (the
window is empty at the first start). The application log is displayed below. Setting the “Full” logging-in level
should be used to collect information for help-desk in the event of any application problems.

The “Change certificate” option launches access to the configuration of cryptographic services, which
enable selection of the key/certificate medium compliant with CSP, PKCS#11 or Java™ Keystore. Identifying
the location of the driver file (*.dll library) of the PKCS#11 standard or encrypted key storage file on hard
drive (Keystore) is also possible. The description of individual options is provided in addendum A.5.

11
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The certificate used for signing a document with an electronic signature is selected using the Change
certificate button. In the first place, the cryptographic service configuration window is displayed, where the

certificate store is selected.

Configuration of the cryptographic services

ﬁ Configuration i 7/

Cryptographic services:
O CsP

(O PKCS #11 |C:\Windows\System 32'pkes 11.dll

() Keystore

% Krajowa Administracja OK Cancel
Skarbowa

After selecting the requested service and confirming it by OK button, the certificate selection window from
the selected certificate store will be displayed.

5 Select a certificate

Certificates list

Subject: Issuer: validity: Serial number:
Iflil TEST CCK Operator 06/11/2028 09:16:54 59
(= |1
|
;Iili TEST CCK MF Infrastruktura i 18/12/2028 10:37:15 2e01
[~ Aplikacje
.I_I!' TEST CCK MF Infrastruktura i 20/12/2028 08:18:57 2e03
=l Lanlileacina

Certificate details

Serial number: 59

Subject
EMAILADDRESS=1 CN= ,OU=

The certificate is selected from the list by ticking a certificate (to be highlighted in a colour) and clicking the
OK button.

The “Sign” tab provides access to the functions used for local signing the file downloaded from a computer

hard drive with an electronic signature. The signature requires neither PUESC running nor establishing a
connection. The details are provided in chapter 5.

Selecting the “Suggest sign format” results in automatic selection of the format and type of signature on
the basis of the type of file selected for signing. This option is enabled by default. Its opting out results in
unblocking the manual settings of the signature parameters.

12
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Signature format XadES

m

m
1

m
1
D
D

Sign level BES

Suggest sign format

The applications enables screen font scaling to three sizes:

e standard

e larger

o the largest
In order to change a font size, select one of the scaling buttons (A A A), which is not currently selected. Each
subsequent size is larger by 1.5 times from the previous one. This means that increasing the standard size
to the larger size increases the current font size by 150%, while to the largest size — by 225%. Analogically,
decreasing to the larger size decreases the level from 225% of the standard size to 150%, while returning to
the standard size decreases the current size to the default value (100%).Scaling may be disabled on the
displays with lower resolutions — the application verifies this parameter to protect against excessive zooming
of elements.

B A A |eno -’I Close

Change of a language version to English is made by clicking the PL field.
The “Close” button ends operation of the application.

The application has the “Autodiagnosis” function, which enables checking the application readiness to sign
a document. The application checks availability of the network ports and performs a signing test using the
certificate selected in the “Certificates/Log” tab. The application will request a password protecting the
private key. If the user holds no certificate, the test will fail. The auto-diagnosis saves information on the
course of test in the application log and displays the report window — Auto-diagnosis result.

13
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4. Generating a certificate

A customs certificate may be obtained only by a person holding an active IdSISC and registered in
so called full procedure. A non-registered PUESC user should, in the first place, register by filling the
Application for registration of a natural person in SISC.

PUESC provides the functionality of generating a customs certificate. The system has a dedicated view for
managing and generating the customs certificate, accessible from My Desktop -> My data ->List of custom
certificates. In order to generate a new certificate, select the “Generate a customs certificate” option.

Customs certificates

CUSTOMS CERTIFICATES LIST

The following list does not contain customs certificates

SERIAL NUMBER: VALID FROM: VALID TO: ACTIONS:

Generate customs certificate

Certificates and CertSign installation files:

CCK_MF _Infrastruktura_i_Aplikacje (1,9 KB).crt

NOTE: In order to generate cryptographic keys, you should download and install the CertSign
application before selecting the Generate a customs certificate. If the application is not installed
properly, generating the keys will be impossible.

After selecting the Generate a customs certificate, the system will display a message with the terms of
service. Before going to the next step, tick the statements below the terms, and perform captcha verification.
At the end, confirm the action by clicking the “Confirm” button.

Tresc regulaminu i klauzuli zostanie umieszczona na potwierdzeniu wydania certyfikatu. Nalezy pobrac je i przechowywac¢ w bezpiecznym miejscu.

‘7‘ Akceptuje postanowienia regulaminu oraz potwierdzam zapoznanie sie z klauzulg przetwarzania danych osobowych. .

CertSign is required to generate a customs certificate, to download and configure the program, go to the PKI-CertSign subpage

™
\/ I'm not a robot

reCAPTCHA

Privacy - Terms

Note: after selecting Confirm, a message asking if to open the CertSign application may appear. If
the application was not started, confirm, allowing the browser to open the program.

Allow this site to open the certsign link with CertSign?

Choose a different application.

Always allow https://puesc.gov.pl to open certsign links

Open Link Cancel
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4.1. Generating a certificate to the Windows system store (CSP)

After running the application in the generating a certificate mode, the cryptographic service configuration
window will display. Select the “CSP” option and confirm the selection by clicking the “OK” button.

Configuration of the aryptographic services

ﬁ Configuration X 7/

Cryptographic services:

O csp

If the application for generating the certificates has never been run, the CSP option is selected by default
In the next stage, select the provider of the CSP service used to generate a certificate.

Available CSP providers:

Microsoft Enhanced Cryptographlc Brovider vi0

oK Cancel
Krajowa Adminisiracja
Skarbowa

When generating the keys to the Windows system store, select Microsoft Enhanced Cryptographic
Provider... from the drop-down list and confirm by clicking “OK".
The generated key security window will display. Select the Set Security Level ... option.

Creating a new RSA exchange key X

An application is creating a Protected item.

CryptoAP| Private Key

Security level set to High [ Set Security Level... J

Cancel Details...

Set up the password composed of at least 12 characters (uppercase and lowercase letters, digits and
special characters) and then confirm by clicking the Finish button.
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Create a Password X

Create a password to protect this tem.

Create a new password for this item.

Password for: CryptoAP| Private Key

Password: sesssscsssssssnee

Confim: sesccsssseseeee

The password is confidential and necessary to use the certificate. Secure it in a manner preventing access
of any third persons. The password cannot be recovered from PUESC - it is generated and stored locally.
In the next window, confirm the selection of setting a high level of security by clicking the OK button.

ICreating a new RSA exchange key X

An application is creating a Protected item.

CryptoAP| Private Key

Security level set to High Set Security Level...

| 0K | Cancel Details...

The next step is generating the cryptographic keys and certificate. This process is non-visual and may take
several minutes. Upon completion, the certificate is automatically installed in the user’'s computer. The
certificate generated in such manner is exportable, which means that it can be transferred onto another
computer.

As the certificate is generated, its data will be displayed in the Certificate details... window of the CertSign
application.

4 Selected signing certificate

d Certificate details Change certificate
AT EMAILADDRESS = ,UID= ; SURNAME =
. GIVENNAME = ,CN-EeSSe=snas ,O=PUESC, C=PL
Issued by: CN=CCK MF Zewnetrzne, OU=Krajowa Administracja Skarbowa, O=Ministerstwo Finansow, C=PL
Valid to: 10/01/2027 09:10:18

Serial number: 2f5f3
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In the next step, a document confirming the certificate issue should be downloaded from the PUESC
website. The document is downloaded by selecting the Download confirmation (Pobierz potwierdzenie)
option.

CERTYFIKAT NIEKWALIFIKOWANY WYGENEROWANO | ZAINSTALOWANO POPRAWNIE

Certyfikat celny wydany dla: I 0 numerze seryjnym 2f5f3 zostat wygenerowany i zainstalowany poprawnie.
W celu zakonczenia procesu wydania certyfikatu nalezy pobra¢ dokument "Potwierdzenie wydania certyfikatu" uzywajac przycisku "Pobierz potwierdzenie".
Wygenerowany certyfikat celny mozna dodatkowo pobra¢ uzywajac przycisku "Zapisz certyfikat".

"Potwierdzenie wydania certyfikatu" mozna ponownie pobrac w zaktadce "Moje konto" -> lista certyfikatow celnych -> wybranie wtasciwego certyfikatu.

£ Pobierz potwierdzenie m

We recommend printing and storing the document confirming the certificate issue in a secured
place, since it contains the code enabling the suspension or revocation of the certificate via help-
desk.

The document confirming the certificate issue and a public part of the certificate (without a private key) can
be re-downloaded as described in chapter 7.

4.2. Generating a certificate using PKCS#11

This option is used for the certificates saved on cryptographic cards, regardless of the user’s operating
system. This is the safest method of storing the cryptographic keys and of the certificate. When using this
method, the user must hold the cryptographic card driver compliant with the PKSC#11 standard, provided by
its manufacturer. The keys are generated directly on the cryptographic card, which enables their safe use by
the user on many computer devices.

We do not recommend generating the non-qualified certificates on cryptographic cards containing
the qualified certificates due to the risk of their accidental deletion.

Configuration of the cryptographic services X

# Configuration _if

Cryptographic services:

O csp

O PKCS #11 | C:\Windows\System 32\pkes11.dll

Select...

When generating a certificate, an access path to the PKCS#11 driver should be selected. After selecting the
PKCS#11 driver file, click OK.

17
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Krajowa Administracja
Skarbowa

Enter PIN to card

Card details
Token: MF
SN: 93070100A16B176B

Reader: Gemplus USB Smart Card Reader 0

PIN: seee

@ Cancel

Then, enter the PIN code to the cryptographic card and confirm again by clicking OK.
PIN is confidential. It should be secured in a manner preventing access of any third persons.
The certificate will be generated and saved on the card. When saving the certificate on the card, re-entering

of the PIN code to the card will be necessary. This process is non-visual and may take several minutes.
When generating the keys, the message is displayed:

Generating keys

As the certificate is generated, its data will be displayed in the Certificate details... window of the CertSign
application.

_4 Selected signing certificate

(@ Certificate details Change certificate
EMAILADDRESS = ,UID= » SURNAME=(

Issvedfor:  crvEnnAME- ,QN=""""" "7~ ", 0=PUESC, C=PL

Issued by: CN=CCK MF Zewnetrzne, OU=Krajowa Administracja Skarbowa, O=Ministerstwo Finansow, C=PL

Valid to: 10/01/2027 09:10:18

Serial number: 2f5f3

In the next step, a document confirming the certificate issue should be downloaded. The document is
downloaded by selecting the Download confirmation (Pobierz potwierdzenie) option.

CERTYFIKAT NIEKWALIFIKOWANY WYGENEROWANO | ZAINSTALOWANO POPRAWNIE

Certyfikat celny wydany dla: 10 numerze seryjnym 2f5f3 zostat wygenerowany i zainstalowany poprawnie.
W celu zakorniczenia procesu wydania certyfikatu nalezy pobra¢ dokument "Potwierdzenie wydania certyfikatu" uzywajac przycisku "Pobierz potwierdzenie".
Wygenerowany certyfikat celny mozna dodatkowo pobra¢ uzywajgc przycisku "Zapisz certyfikat".

"Potwierdzenie wydania certyfikatu" mozna ponownie pobra¢ w zaktadce "Moje konto" -> lista certyfikatow celnych -> wybranie wiasciwego certyfikatu.

& Pobierz potwierdzenie m
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We recommend printing and storing the document confirming the certificate issue in a secured
place, since it contains the code enabling the suspension or revocation of the certificate via help-
desk.

The document confirming the certificate issue and a public part of the certificate (without a private key) can
be re-downloaded as described in chapter 7.

4.3. Generating a certificate using Keystore
Selecting this option enables storage of keys and certificates in the encrypted file on a computer and their
simple transfer between the computer devices. One should remember however that the certificates
generated in this way may be invisible for the other Windows system applications. At the same time,
this is the least safe method of key storing. This option can be used among others in the Mac OS X and
Linux family operating systems.
After selecting the “Keystore” option, the buttons: “Create...” and “Select...” will be enabled.

Configuration of the cryptographic services X

ﬁ Configuration .i(

Cryptographic services:

O csp

O PKCS #11 C:\Windows\System 32\pkes11.dl

© Keystore

Create... Select...

% Krajowa Administracja oK Cancel
Skarbowa

If the Keystore file has not been created earlier, select the “Create...” option (below the file path window). If
the Keystore is already created, select it by clicking “Select...”. The selection should be confirmed by clicking
the OK button. The created keys and certificates will be added to this file.

Then enter the password protecting access to the keys and certificates saved in the Keystore file.

#5 New password to file keystore X

Enter new password to file
Parameters
File: Ci\Users\ \Desktop\nevdKS3.jks
Password: sssene

Confirm password: eesess

l oK l Cancel

Repeat the entered password to validate it and confirm by clicking the OK button. If the entered passwords
differ, an error message will be returned.
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After correct entering of the password, the window informing that the keys are generated will display.

We recommend entering a complicated password i.e. composing of lowercase and uppercase letters,
digits and special characters. Secure the password in a manner preventing access of any third
persons.

Generating keys

Then the certificate is generated and sent on the user’'s computer. This process is non-visual and may take
several minutes. In order to save the generated certificate, provide the password entered at the stage of
private key generation (1) and confirm it with OK (2).

¥4 Password to file keystore X

Krapowa Administracia

Swarbowa

Enter password to file
Parameters
File: C\Users' \Desktop\nevdKS3.jks

Password: eessss

As the certificate is generated, its data will be displayed in the “Certificate details...” window of the CertSign
application.

_d Selected signing certificate

[_d Certificate details Change certificate
oo EMAILADDRESS= ,UID= , SURNAME =
} GIVENNAME= ,CN= ,O=PUESC, C=PL
Issued by: CN=CCK MF Zewnetrzne, OU=Krajowa Administracja Skarbowa, O=Ministerstwo Finansow, C=PL
Valid to: 10/01/2027 10:13:27

Serial number: 2f5fb

In the next step, a document confirming the certificate issue should be downloaded. The document is
downloaded by selecting the Download confirmation (Pobierz potwierdzenie) option.
CERTYFIKAT NIEKWALIFIKOWANY WYGENEROWANO | ZAINSTALOWANO POPRAWNIE

Certyfikat celny wydany dla: 1D SISC o numerze seryjnym 2f5fb zostat wygenerowany i zainstalowany poprawnie.
W celu zakonczenia procesu wydania certyfikatu nalezy pobra¢ dokument "Potwierdzenie wydania certyfikatu" uzywajgc przycisku "Pobierz potwierdzenie".

Wygenerowany certyfikat celny mozna dodatkowo pobrac uzywajac przycisku "Zapisz certyfikat".

"Potwierdzenie wydania certyfikatu" mozna ponownie pobrac w zakladce "Moje konto” -> lista certyfikatéw celnych -> wybranie wiasciwego certyfikatu.

L. Pobierz potwierdzenie
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We recommend printing and storing the document confirming the certificate issue in a secured
place, since it contains the code enabling the suspension or revocation of the certificate via help-
desk.

The document confirming the certificate issue and a public part of the certificate (without a private key) can
be re-downloaded as described in chapter?.
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5. Signing a document with an electronic signature

Signing a document with an electronic signature can be made on-line (on the PUESC website) and offline —
locally by selecting the files on the computer hard drive. In both cases, the CertSign application must run,
however when signing in the offline (local) mode, establishing the connection with the PUESC website is not

necessary.
The Change certificate button in the Certificates/Log tab is used to select the signing certificate.

¥ CertSign

% Krajowa Administracja ~ Connection status: disconnected
Skarbowa

Certificates/Log /2 sign

E

Cryptographic service: JKS
JKS file: C:\Users\  |\Desktop\newJKS3.jks

4 Selected signing certificate
d Certificate details Change certificate
EMAILADDRESS= ,UD=  SURNAME=
GIVENNAME= ,CN= ,O=PUESC, C=PL
Issuedby:  CN=CCKMF Zewnetrzne, OU=Krajowa Administracja Skarbowa, O=Ministerstwo Finansow, C=PL

Valid to: 10/01/2027 10:13:27
Serial number: 2f5fb

Issued for:

Log level: @ Simple () Full Autodiagnosis Savelog

U T T T N S F U G [P I TUT Tt Y I I TSGR T ey YOy T S S S T IRy IS ]

2025-01-10 10:11:33.542 INFO JKS file has been created under the path: C\Users\ixey\Desktop\newJKS3.jks

2025-01-10 10:11:48.984 INFO PKIApplet.generateCertReq. subject: 0=PUESC, C=PL, CN=DANIEL GRABOWSKI, GIVENNAME=DANIEL, SN=GRABOWSKI, E=daniel.grabowski@mf.gov.pl

2025-01-10 10:11:49.388 INFQ generateKeysAndSelfSignCertificate - jks key gen. generated certificate. issuer: EMAILADDRESS=daniel.grabowski@mf.gov.pl, SURNAME= GRABOWSKI, GIVENNAME=DANIEL, CN=DANIEL GRABOWS
2025-01-10 10:11:49.388 INFO generateKeysAndSelfSignCertificate - jks key gen. generated alias: DANIEL GRABOWSKI 2025-01-10 10:11:49

2025-01-10 10:13:25.672 INFO Send response: {"type":"result’, "function”:"generateCertReq", "message":"-----BEGIN NEW CERTIFICATE REQUEST-----\nMIICzjCCAbYCAQAwgY gx KTAnBgkqhkiGIw0B CQEWGmRhbmilbCSncmFib3dz
2025-01-10 10:13:28.333 INFO PKlApplet.bindCert(): base cert base64: MIIEizCCA30gAwIBAgIDAVXTMAOGCSqGSIb3DQEBCWUAMHIxCzAJBgNVBAYTAIBMMRAWHAYDVQQOKDBVNaW5pc3RIcnNOd28gRmIuYW5zb3cxJzAIBgNVBAsh
2025-01-10 10:13:28.336 INFO engineGetCertificate - getCertificate for store JKS returned cert: [SN]:1, [DN]=EMAILADDRESS=daniel.grabowski@mf.gov.pl, SURNAME=GRABOWSKI, GIVENNAME=DANIEL, CN=DANIEL GRABOWSK
2025-01-10 10:13:28.342 INFO PKIApplet.bindCert(): alias name: daniel grabowski 2025-01-10 10:11:49

2025-01-10 10:13:28.343 INFO PKIApplet.bindCert(): cert base6d: MIIDizCCAnOgAwIBAgIBATANBgkqhkiGIwOBAQsFADCBIDEOMAWGATUECgwFUFVFUOMxCzAJBgNVBAYTAIBMMRkwFwYDVQQDDBBEQUSJRUwgR1JBQKIXUOUIMC
2025-01-10 10:15:18.881 INFO engineGetKey - getKey() for store JKS has key for alias: daniel grabowski 2025-01-10 10:11:49

2025-01-10 10:15:18.883 INFO PKIApplet.bindCert(): setKeyEntry done

Version 1.3.74, EnigmaProvider 1.3.74 A A A .| Hf dose

If the Certificates/Log tab displays no certificates, the Change certificate option should be selected. Then
select proper certificate on the list (it will be highlighted) and confirm by clicking the OK button.

5 Select a certificate

Certificates list

| Subject: Issuer: validity: Serial number:
(O | TEST CCK Operator 06/11/2028 09:16:54 59

| |

||7| TEST CCK MF Infrastruktura i 18/12/2028 10:37:15 2e01

I Aplikacje

il_l ! TEST CCK MF Infrastruktura i 20/12/2028 08:18:57 2e03

= Anlilenrin

Certificate details

Serial number: 59

Subject
EMAILADDRESS=1 CN= .OU=t

After selecting the certificate, its details will be displayed in the Signature certificate details window.
The selection window displays no expired certificates.

The certificates saved on a cryptographic card and properly installed in the operating system will display on
the list only upon placing the card in the reader.

The qualified certificates used in the Windows system should be first registered in the system certificate
store.
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Signing a document with an electronic signature on PUESC
Signing a document with an electronic signature is enabled upon correct filling-in and generating the
documents on the portal. Signing the documents (applications, letters) is available in the My Desktop>To
send and drafts>Documents to send view.
The CertSign application enables placing a signature using a qualified certificate, certificate embedded in the
electronic layer of an ID card (personal signature) or a customs certificate (unqualified) — depending on the
types of signatures permitted for a specific document.
When using a qualified certificate in the Windows system — install the embedded software onto the
user’s computer device and register the qualified certificate held by the user in the system certificate store
(according to the qualified certificate documentation). Software provided by the Polish qualified centers
usually installs the qualified certificate in the Windows system certificate store on an automatic basis.
Analogically, when using a personal signature (data in the electronic layer of an ID card), first install
and configure the reader and software. The description is provided in Addendum B.

The operation of placing a signature is enabled only for the documents, which have not been signed yet. An
unsigned document has the assigned “No” value in the “Signed” column, while a signed document with a
“Yes” value.
In order to sign a document with an electronic signature on a document to send:
a) inthe To send and drafts > To send tab, in the first column of the table, select the document to be
signed using the check-box; then select the Sign action.

[J LABEL OWN NAME  [ij DELETE %, DOWNLOAD @ VERIFY | 4 SIGN 4SEND Q:EDIT «§ SHARE

Page ‘ 1 ‘ Elements on the page: ‘ 10
‘7‘ DOCUMENT NAME : DOCUMENT OWN NAME : CREATOR : CREATION DATE : SIGNED
\;\ WDWSO0001 - Wniosek o sprostowanie oczywistej omytki EDECYZJE_WDWS0001_2c100 2025-01-10 12:11 Nie

pisarskiej lub wyjasnienie watpliwosci co do tresci decyzji c0b82a8a179af72ceee9760b
27050fa5534.xml

\7\ WPEQ001 Rejestracja aktualizacja reprezentacji firmy [SZPROT] SZPROT_WPE0001_dsJPH87IY 2024-12-3110:30 Tak
7 Dn3qGt0Y9UnshljxxxwQbwZ
FIx7KLUvU.xml

The system will display a window with the document signing method selection option. Select the proper
signing method and confirm by clicking the Sign button.

DOCUMENT SIGNATURE

O Qualified certificate
() ePUAP trusted profile

(O Customs certificate

The options: qualified signature, customs certificate, personal signature will run signing in the CertSign
application. Signature with an ePUAP trusted profile will redirect to the trusted profile provider service.
Selecting the Qualified signature or Customs certificate or Personal signature will run the CertSign
application and establish the connection between the PUESC website and the application. Since the
connection is established for a few seconds, the connection status may change after a longer while.

K5 CertSign

% Krajowa Administracja  Connection status: connected

Certificates/Log /2 Sign
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5.2 Placing a signature with a certificate in the Windows store (CSP)

Configuration of the cryptographic services

Configuration J 7/

Cryptographic services:
O csp

After confirming the certificate access method, the signing application will display data for signature in the
form, in which they are sent to SISC.

5 Content of the document to be signed X

Content of the document to be signed

|_<’: <?xml version="1.0" encoding="UTF-8" standalone="no"?>

] “;b <ns1:WDWS0001 xmins:ns1="http://www.mf.gov.pl/schematy/SZPROT/e-Decyzje/WDWS0001/1.0.xsd" xmins:ns4="http://www.mf,
ke <nsl:Wniosek nrSprawy="123" nrlasny="WDWS0001/2025/01/10/7" organKod="PL142644" organNazwa="Naczelnik Urzedu Sk
<nsl:WnioskodawcaOsoba idsisc=" " imie=" " nazwisko="1 " obywatelstwoKod="PL" obywab

<ns4:Adres email=" " gminaKod=", " gminaNazwa=" " kodPocztowy=" " krajKoi

</ns1:WnioskodawcaOsoba>
<nsl:DaneSzczegoloweWniosku dataWydaniaRozstrzygniecia="2025-01-10" nrRozstrzygniecia="123" zakresZadanial="true"/>
<nsl:SkladajacyWniosek data="2025-01-10" idsisc=" " imie=" " nazwisko=" "I>

</ns1:WDWS0001 >

Help

Submit ] Cancel

Confirm the correctness of entered data by clicking the Submit button. The application will sign using the pre-
selected certificate.
A dialogue window will be displayed, in which you need to enter password (PIN) protecting access to the
private key. Depending on the certificate storage method and type of certificate, the following windows may
display:

a) For a customs certificate saved in the Windows system and not recorded on a cryptographic card:

41

 Signing data with your private exchange key X

An application is requesting access to a Protected item.

1.

Password for;

CryptoAP] Private Key |
[_] Remember password
| 2

| Cancel Details...

Enter access password to the certificate (1) and confirm by clicking the “OK” button (2).
b) For a qualified certificate saved on the cryptographic card, the dialogue window of software

operating the qualified cryptographic card will be displayed. Layout of this window may differ
depending on the type of card and installed operating software.

24



Y

Exemplary view for a qualified certificate issued by the Polish certification center

E§ CryptoTech CSP

Currert process
iE:\F‘logram Files [x86)\ avahjre7\binkjp2launcher.exe

Electronic card status
Reader: OMNIKEY CardMan 3521 0

Token: |QESvZ

Kep Label [29ddidBe73{952644fb7cEb343de2b222881

Srial rurber: [1012000200125310 A
i ) | é

Ender card PIN (1) and confirm by clicking the “OK” button (2).
After sending the signed document, the PUESC portal will display the following message:

DOCUMENT SIGNATURE

Document was signed

The signed document is presented in the table of documents to send with “Yes” status in the “Signed”

column.

5.3 Placing a signature from a cryptographic card compliant with PKCS#11

X

Configuration of the cryptographic services

Q Configuration J?

Cryptographic services:

O csp

© PKCS #11 | C:\Windows\System32\pkes11.dll

The signing application will display data for signature in the form, in which they are sent to SISC.
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5 Content of the document to be signed X

Content of the document to be signed

|_<’- <7xml version="1.0" encoding="UTF-8" sandalone="no"?>

] ";: <ns1:WDWS0001 xmins:nsl="http://www.mf.gov.pl/schematy/SZPROT/e-Decyzje/ WDWS0001/1.0.xsd" xmins:ns4="http://www.mf,
b= <ns1:Whiosek nrSprawy="123" nrMasny="WDWS0001/2025/01/10/7" organKod="PL142644" organNazwa="Naczelnik Urzedu Sk
<nsl:WhnioskodawcaOsoba idsisc=" " imie=" " nazwisko="1 " obywatelstwoKod="PL" obywat

<ns4:Adres email=" ' gminakKod=", " gminaNazwa=" " kodPocztowy=" " krajKo

</ns1:WnioskodawcaOsoba>
<nsl:DaneSzczegoloweWniosku data\WydaniaRozstrzygniecia="2025-01-10" nrRozstrzygniecia="123" zakresZadanial="true"/>
<ns1:SkladajacyWhniosek data="2025-01-10" idsisc=" " imie=" " nazwisko=" >

</ns1:WDWSO0001>

Help

Submit Cancel

Confirm the correctness of entered data by clicking the Confirm button.

A dialogue window will be displayed, in which you need to enter password (PIN) protecting access to the
private key. Layout of this window may differ depending on the type of card and installed operating software.
After proper sending the signed document, the PUESC portal will display the following message:

DOCUMENT SIGNATURE X

Document was signed

The signed document is presented in the table of documents to send with “Yes” status in the “Signed”
column.

5.4 Placing a signature with a certificate (key) saved in the Keystore file

The application uses the selected Keystore file storing the keys and certificates. The signed document is
presented in the form, in which it is sent to SISC.

5 Content of the document to be signed X

Content of the document to be signed

%; <?xml version="1.0" encoding="UTF-8" standalone="no"?>

] ._;b <ns1:WDWS0001 xmins:nsl="http://www.mf.gov.pl/schematy/SZPROT/e-Decyzje/WDWS0001/1.0.xsd" xmins:ns4="http://www.mf,
i <nsl:Wniosek nrSprawy="123" nrWlasny="WDWS0001/2025/01/10/7" organKod="PL142644" organNazwa="Naczelnik Urzedu Sk
<nsl:WnioskodawcaOsoba idsisc=" " imie=" ' nazwisko="1 " obywatelstwoKod="PL" obywat

<ns4:Adres email=" " gminaKod=" " gminaNazwa=" " kodPocztowy=" " krajKoi

</nsl:WnioskodawcaOsoba>
<nsl:DaneSzczegoloweWniosku dataWydaniaRozstrzygniecia="2025-01-10" nrRozstrzygniecia="123" zakresZadanial="true"/>
<ns1:SkladajacyWniosek data="2025-01-10" idsisc=" " imie=" " nazwisko=" ">

</ns1:WDWS0001>

Help

Submit Cancel
Confirm the correctness of entered data by clicking the “Confirm” button.

A dialogue window will be displayed, in which you need to enter password (PIN) protecting access to the
private key.
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5 Password to file keystore X

Krajowa Administracia
Sxarbow

Enter password to file
Parameters

File: C\Users \Desktop\newdKS3.jks

Password: sessse

| OK ] Cancel

After proper sending the signed document, the PUESC portal will display the following message:

DOCUMENT SIGNATURE

Document was signed

The signed document is presented in the table of documents to send with “Yes” status in the “Signed”
column.

5.5 Signing a document with an electronic signature locally on a computer — in
the offline mode

Placing a signature locally consist in the selection in the CertSign application of the location of file to be
signed on the computer hard drive. This file can be pre-downloaded from PUESC. In this case, no
connection of the PUESC website with the application is necessary.

5 CertSign

% Krajowa Administracja  Connection status: disconnected

Certificates/Log /4 sign
To enable file signing, the signing certificate should be selected in the Certificates/Log tab.

The electronic signature functions are available in the Signature tab. Specify the location of the file or files to

be signed and the destination folder on the computer hard drive; alternatively, select the format and type of

signature and then confirm the operation by clicking the Sign files button.

Select in the Signature level menu whether the selected file is to be signed only with an electronic signature

(“BES” level) or with added electronic time stamp (“T” level). When adding a time stamp, the address of time

stamp server (to which the user has access) should be selected in Settings.

For the forms sent on PUESC, the XAdES signature format, Enveloped type should be selected in the
signature parameters.

The Suggest signature formats option ensures automatic adjustment of the parameters on the basis of the

type of file selected for signing. Unchecking this option enables manual setting of parameters.
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6. Problem reporting, log viewing

6.1 Data necessary to analyse the problems with operation of the application
e Operating system - type and version, system language version (for example: Windows 10 —
Polish version)
e Type and version of browser
e Log from the CertSign application console
o View of screen with an error — full screen (PrtScr keyboard button)
e Detailed description of the problem, circumstances of occurrence.
e Result of auto-diagnosis of the application.

6.2 Enabling logging in the CertSign application

The CertSign application provides the option of enabling “full” logging of events from the application
operation. In order to enable full logging, change the Logging level to “Full” in the application window.

Log level: O Simple © Fuil Autodiagnosis Save log

The window below will display the logs from the application operation, which can be saved by clicking the
“Save log” button.
In the case of errors, the saved logs should be attached to the report in HELPDESK.
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7. Downloading a certificate or confirmation document from the
account on PUESC

A dedicated view of customs certificate on PUESC is available from the side menu in the My desktop>My
data>List of custom certificates view. It consists in the two main areas:

1. List of customs certificates of the user — in this part of view, the user can view the list of its customs
certificate. By clicking the serial number highlighted in red, the user can preview and download the
certificate.

2. Additional files — this section contains the certificates to download and certificate-related
documentation.

a My cases and documents ‘ To send and drafts G My services ‘ My Data & e-Documents & e-Platnosci

My desktop > My data >

Customs certificates Show datain iS¢

v

MY DATA

CUSTOMS CERTIFICATES LIST

v

MY DETAILED DATA
The following list does not contain customs certificates

v

SEARCH FOR ENTITY

> UPDATE USER DATA
SERIAL NUMBER: VALID FROM: VALID TO: ACTIONS:
> LIST OF REPRESENTED ENTITIES

Generate customs certificate

Certificates and CertSign installation files:
CCK_MF_Infrastruktura_i_Aplikacje (1,9 KB).crt
CCK_MF_Root (2,2 KB).crt
CCK_MF_Wewnetrzne (1,9 KB).crt

CCK_MF_Zewnetrzne (1,9 KB).crt

In order to download a certificate or document confirming the certificate issue, click the serial number of the
certificate. A window will be displayed:

CERTIFICATE 2F5FB

-——BEGIN CERTIFICATE—

---END CERTIFICATE---

Download confirmation Save certificate m

In order to download a confirmation document, click the Download confirmation button (1). In order to
download a certificate (public part), click the Save certificate button (2).

NOTE! Only a public part of a certificate will be downloaded. A private part is not stored in SISC and
its recovery is impossible.
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8. Updating the CertSign application

The CertSign application has the embedded update checking system. If updates are available, a message
with downloading suggestion will be displayed. Updates can be downloaded or resigned (cancelled). If an

update is downloaded, the installer will suggest its installation. Installation can be performed immediately or
later. Installation of the new version deletes no user certificate settings.
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9. Appendix A
A.1 Manual installation of the certificates in the Windows system
In order to perform proper verification of the customs certificates it is necessary to install the certificates of

the certification centers in the system, links to which are available at https://puesc.gov.pl/uslugi/uzyskaj-lub-
uniewaznij-certyfikat-celny

In order to install the Ministry of Finance Certification Center certificates, find and download the following
certificates on a computer device:

e CCK MF Root,

e CCK MF Zewnetrzne (Internal),

e CCK MF Wewnetrzne (External),

e CCK MF Infrastruktura i Aplikacje (Infrastructure and Applications)
After downloading the certificate file, double-click the file — a window presenting the certificate will display.
Then click the “Install certificate” button.

a | Certificate X

General Details Certification Path

A Certificate Information

This certificate is intended for the following purpose(s):

« All issuance policies
« All application policies

Issued to: Centrum Certyfikacji Ministerstwa Finansow

Issued by: Centrum Certyfikagji Ministerstwa Finansow

Valid from 5/10/2017 to 5/4/2040

Install Certificate...

OK

The “Certificate import wizard” will run.
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Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

© Current User

(O Local Machine

To continue, dick Next.

Next Cancel

Click the “Next” button in the window.
In the next window, select the “Place all certificates in the following store”(1)option and then select “Browse”

(2).

€ ¢ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate
© Place all certificates in the following store
1. Certificate store:

Browse,..

‘ Next ‘ Cancel

The CCK MF Root certificate should be placed in the “Trusted Root Certification Authorities” store.
The CCK MF Zewnetrzne (External), CCK MF Wewnetrzne (Internal), CCK MF Infrastruktura i
Aplikacje (Infrastructure and Applications) certificates should be placed in the “Intermediate
Certification Authorities” store.

The screen views for the installation of the CCK MF Root certificate are presented further in the document.

1. A certificate store selection window will display.

32



Select Certificate Store X

Select the certificate store you want to use.

_| Personal | 1 -
Bl Trusted Root Certification Authorities ] ‘ ) 1.
.| Enterprise Trust I
__| Intermediate Certification Authorities
| Active Directory User Object i store, or you can spedify a location for

| Trustad Dihlichers

! e based on the type of certificate
[CJshow physical stores re

2. > [ oK Cancel F
|

Cancel

Select the Trusted Root Certification Authorities (1) and confirm the selection by clicking the OK button
(2).Continue by confirming with the Next button.

© Place all certificates in the following store

Certificate store:

Trusted Root Certification Authorities

Next Cancel

In the Finishing the certificate import wizard window, select Finish.
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€ &* Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:

(€ g R G e SR Trusted Root Certification Authorities

Content Certificate

<=

Finish ] Cancel

After successful finishing of a certificate import, the following message will display:

Certificate Import Wizard X

0 The import was successful.

ok |

Repeat the procedure for the remaining CCK MF certificates.

A.2 Validation of the personal certificate in the Windows system

In order to validate the personal certificate installed in the Windows system, run the Internet Explorer
browser and then select Tools>Internet options > Content>Certificates

The certificate store view can be also displayed from Edge browser by selecting Settings>Privacy, search
and services>Security>Manage certificates

. Security
Settings

Manage security settings for Microsoft Edge
Q Search settings
Manage certificates
Profiles

Manage HTTPS/SSL certificates and settings

l a] Privacy, search, and services

The third option (for advanced users) is running the mmc system console, add the Certificates — current user
shap-in and displaying the certificate in the Personal branch.
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KE File Action View Favorites Window Help

&= 25 B8 6= HMAE

Console root directory
v '_,.‘]J Certificates — current user

v || Personal
1 _ Certificates

In order to view the selected certificate you need to double-click it. The content view will display. In the case
of a personal certificate, the message “You have a private key that corresponds to this certificate”
should display in the first tab. You cannot sign a document with an electronic signature without a private key.

s Certificate X

General Details Certification Path

g Certificate Information

This certificate is intended for the following purpose(s):
* Protects e-mail messages

Issued to:

Issued by: CCK MF Zewnetrzne

Valid from 1/10/2025 to 1/10/2027

L) You have a private key that corresponds to this certificate.

Issuer Statement

Then go to the Certification path tab. If the certificates are installed correctly, the certificates of the
certification center and a personal certificate will be presented in the displayed window.
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General Details Certification Path

Certification path

' 5l Centrum Certyfikacji Ministerstwa Finansow
5] CCK MF Zewnetrzne
_,\,J | 10-01-2025 08:10:19

Certificate status:

This certificate is OK.

oK

If an additional mark (“x” in a red circle) displays on the certificate icon above the personal certificate, this
means that this certificate is not installed or is invalid and the certification path cannot be established
successfully. In such case, download and install the missing certificate.

A.3 Export of a certificate from the Windows system certificate store

In order to export a certificate installed in the Windows system store (CSP), a certificate store should be
displayed via Internet Explorer (Tools>Internet options>Content > Certificates) or Edge (Settings>Privacy,
search and services > Security > Manage cetrtificates) — analogically as described in the introduction to A.2.
In the Certificates window, select the certificate for export (1) in the Personal tab and then click the Export
button (2)
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Certificates X

Intended purpose: <All> | |

Personal Other People Intermediate Certification Authorities Trusted Root Certification Auth < I 4

1]
Issued To Issued By Expir... Friendly N... 1 !

Import... Export... Remove Advanced

Certificate intended purpos
Client Authentication

View

Close

The Certificate export wizard window will display.

& £* Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network connections.
A certificate store is the system area where certificates are kept.

To continue, dlick Next.

$ Next Cancel
Then click the Next button

Select the Yes, export private key (1) option in the Private key export window.
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& £* Certificate Export Wizard

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?
$ O Yes, export the private key

() No, do not export the private key
1.

Next Cancel

Then click the Next button (2)
If a certificate is still to be used on a computer, from which it is exported, select the option as in the view
below. In the opposite case, select also the Delete private key... option.

& &£* Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
DER encoded binary X.509 (.CER)
Base-64 encoded X.509 (.CER)
Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)

Include all certificates in the certification path if possible

© Personal Information Exchange - PKCS #12 (.PFX)
Include all certificates in the certification path if possible

() Delete the private key if the export is successful
Export all extended properties
B Enable certificate privacy

Microsoft Serialized Certificate Store (.SST)
Next Cancel

Then click the Next button. In the next step, set the password protecting the exported certificate (1) and click
the Next button.
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& £ Certificate Export Wizard

Security
To maintain security, you must protect the private key to a security principal or by
using a password.

() Group or user names (recommended)

Add
Remove
1 Password:
.............I
: Confirm password:
9000000000000
Encryption:  TripleDES-SHA1 v 2.
Next Cancel

In the next step, enter the file name, to which the certificate will be exported and click Next.
X

& £* Certificate Export Wizard

File to Export
Specify the name of the file you want to export

File name:
D:\cert.pfx Browse... |

Next Cancel

In order to finish the process, click the Finish button.
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& £* Certificate Export Wizard

Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

You have specified the following settings:

File Name

D:\cert.pfx
Export Keys Yes
Include all certificates in the certification path Yes
File Format

Personal Information Exchange (*.pfx)

Cancel

The system will start exporting the certificate and display the window with a query on the password
protecting the private key. This is the password, which was entered at the time of generating the certificate —
it is not the password entered in the “password protecting the exported certificate” step.

Exporting your private exchange key

X
An application is requesting access to a Protected item.
Password for: 1.
CryptoAPI Private Key secesscesseed (‘_I
N

(] Remember password

Cancel Details...

Enter the correct password (1) and click the OK button (2).

If you entered the correct password, the certificate will be exported and saved to the selected file and the
system will display a confirmation message:
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Certificate Export Wizard X

The export was successful.

OK

A.4lmport of a certificate to the Windows system certificate store (CSP)

In order to import a previously exported certificate, select the *.pfx (or *.p12) file with the exported certificate
and right click.

et X O G B W

, Open
2@ Open with
® Share
Install PFX

7 Add to Favorites

Pl Ao sl

The menu will display, from which “Install PFX” should be selected.
£* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
© current User

O Local Machine

To continue, dick Next.

I:> Cancel

41



Y

Then click the Next button. The Certificate import wizard window will display

& &* Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

P: \cert.pfx] Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)
Microsoft Serialized Certificate Store (.SST)

Next Cancel

The exported certificate file path will be entered automatically in the file name field. If the field is empty,
select the exported certificate file (1) and then click the Next button (2)

A window will be displayed with a query on the password protecting the exported certificate (1) — the
password was entered when exporting the certificate in the Password window of the certificate export wizard.
If you want to enable further certificate export in future, tick the Mark this key as exported.... option (however

the subsequent exports pose an additional risk of loss of control over the private key, so this option should
not be misused).

& £ Certificate Import Wizard

Private key protection

To maintain security, the private key was protected with a password.

Type the password for the private key.

Password: 1_ 1.
..I..'.....'..l0|
N

() Display Password

Import options:

() Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[C)Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

[C) Protect private key using virtualized-based security(Non-exportable)

8 Indude all extended properties. 2.

Next Cancel

Then click the Next button. The certificate store selection window in the Windows system will display.
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& &+ Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for

the certificate.
1. O Automatically select the certificate store based on the type of certificate
$ © Place all certificates in the following store
Certificate store:
Browse...
Select Certificate Store X

Select the certificate store you want to use.

3.
i 2.
]
_| Trusted Root cation Authorities

_| Enterprise Trust

_| Intermediate Certification Authorities 5.
_| Active Directory User Object
Tructed Duihlichers pemy g
Next

[C) Show physical stores ‘ Cancel

Cancel h —

Select the “Place all certificates in the following store”(1) option and then select “Browse” (2).

The certificate store selection window will open. In the window, select Personal (3). Then click the OK button
(4) and Next (5)

& &* Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:

Certificate Store Selected by User I3

Content PFX
File Name D:\cert.pfx

$ Finish Cancel

In order to finish the process, click the Finish button.

After successful completion of the certificate import process, a window with confirmation of process
completion will display.
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Certificate Import Wizard X

0 The import was successful.

Click the OK button. After completing the import certification process, it should be validated as set out in
Addendum A.2. If additional installation of the certificate center certificates is necessary, follow the
instructions provided in Addendum A.1.

A.5 Description of the Configuration of cryptographic services option

1. CSP - a default certificate storage method in the Windows system. The certificates stored in the
Windows system enable their export and installation on another computer device. If the Windows
system has pre-installed cryptographic card drivers compliant with the CSP standard, it will be possible
to generate the keys and saving the certificate directly on the user’s cryptographic card. If the
application for generating the certificates has never been run, the CSP option is selected by default.

2. PKCS#11 - a standard for cryptographic cards, an alternative method for certificate storage, not
depended on the installed operating system. It may be applied for example in the Linux system. The

generated certificate will be saved on the cryptographic card compliant with PKCS#11. This is the safest

method of storing the cryptographic keys and certificate, enabling the use of certificate on many
computer devices. In the configuration process, you need to select the location of the PKCS#11 driver
(this information should be pre-delivered by the producer or distributor of the installed cryptographic
card).

3. Keystore- an alternative method for certificate storage supported by Java™ (JKS — Java KeyStore)
mechanisms. This method does not depend on the installed operating system. It should be noted that
the certificates generated with this method can be invisible for the Windows system applications.

A.6 Solving problems with the connection between the PUESC website and the
CertSign application

The PUESC website establishes a connection with CertSign when generating a certificate or signing a
document. In the remaining time, CertSign displays the disconnected status, which is correct. The most

common causes of no connection at the time of generating a certificate or signing a document on PUESC (in

the online mode) is absence of the CCK MF certificates or blocking the localhost connections by the
Windows firewall, antivirus software or other security mechanisms. There may be also specific situations
associated with the individual computer or software configuration.

Chrome may generate a problem with connecting the browser to the CertSign application. The solution is to
change the browser configuration. Go to the advanced options of Chrome by entering: chrome://flags/#allow-

insecure-localhost in the address bar and set the value to Enabled.

& Chrome | chrome://flags/#allow-insecure-localhost

Q, search flags Reset all

® Allow invalid certificates for resources loaded from localhost.

Allows requests to localhost over HTTPS even when an invalid certificate is presented. - T
- (s bos nable v
Mac, Windows, Linux, Chrome 08, Android, Fuchsia

#allow-insecure-localhost
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Then restart the browser.

A.7 Validation of signature on the PUESC portal
In order to validate a signature on PUESC:

1. Select a document from My desktop > To send and drafts, by clicking its name.
2. Select the Verify sign option.

My desktop > To send and drafts >

WPE0001 Rejestracja aktualizacja reprezentacji firmy [SZPROT]
3 LABEL OWN NAME W DELETE & DOWNLOAD © VERIFY & SIGN @© VERIFY SIGN A senp 8 EDIT
3 SHARE

Document name: WPE0001 Rejestracja aktualizacja reprezentaciji fi... Last validation result: Unverified

Document own name: SZPROT_WPE0001_dsJPH871YDn3qGt0Y9Unsh]jxx... Last validation date:

After selecting this action, the system will validate the signature and display a message with the validation

result.

PUESC provides also a dedicated service Verify The Electronic Signature section available also via a tile

on home page.

=0

Q

VERIFY THE ELECTRONIC
SIGNATURE
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Addendum B

B.1 Signing with data from the electronic layer of ID card

From the 1.3.60 version onwards, the application supports the signatures with the use of data of electronic
layer of the ID card. In order to sign with a personal signature, the E-dowéd menedzer (e-ID card manager)
and E-dowéd podpis elektroniczny (e-ID card electronic signature) software should be installed.

More information on the e-ID card available at https://www.gov.pl/web/e-dowod

Before placing a signature, the PIN code of personal signature certificate should be enabled in the E-dowdd
Menedzer application:

e-dowod Menedzer

Seriainumer dowodu:
Datawaznosci:
Imiona:

Nazwisko:

Certyfikat do
identyfikacjii
uwierzytelniania

Mozesz potwierdzac
swojg toZsamosc w
internecie (ncl preykiad
korzystad z e-ustug)

©

Certyfikat do
podpisu osobistego

Mozesz podpisywad
dokumenty (sluz’y jaka
elektroniczny r_\odpm)

®

Certyfikat do
potwierdzania
obecnosci

Mozesz potwierdzac
swojg cbecnosc (nc:
przyktad w plocowce
medycznej)

®

Czytnik Identive CLOUD 4700 F Contactless Reacler 0 =

If PIN of this certificate is enabled, signing with an electronic signature is possible.

ate Ministerstwo Ustawienia ® Pomoc
T Spraw Wewnetrznych
e | Administrac)

e-dowod

Wersjo aplikac)i 4.0.0.374

Signing with the use of CertSign is the same as for the other PKCS#11 media. Select the appropriate library
and token for signature in the cryptographic service configuration, as described in chapter 5.3. PKCS#11
libraries are located in the installation folder of the E-dowdd Menedzer application. Select the version
compatible with the installed platform i.e. in the case of 32-bit architecture and 32-bit distribution of CertSign,
select the 32-bit library ofe-dowod-pkcs11-32.dll,as presented below:
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Configuration of the cryptographic services X

Q Configuration j{

Cryptographic services:

C‘csp

© PKCS #1 1 C:\Program Files\PWPW\e-dowod\32\e-dowod-pkcs11-32.dlI

Select...

O Keystore

% Krajowa Administracja o Cancel
Skarbowa

In the next step, select the token for signature. The default token for signature is Authorization, containing
the personal signature certificate.

I 5 Device selection X

Available devices

Reader iIdentive CLOUD 4700 F Contactless Reader 0 #42 ... v

Card parameters ‘
Token: E-Dowdd (Authorization) £42 \

Serial number:<brak>

OK Cancel

Krajowa Administracja

Skarbowa

The following operations are performed as described in chapter 5.3.
B.2 Graphic interface elements scaling functions

From the version 1.3.60onwards, the application enables scaling the screen fonts to three sizes:

e standard

o larger

o the largest
In order to change a font size, select one of the scaling buttons, which is not currently selected. Each
subsequent size is larger by 1.5 times from the previous one. This means that increasing the standard size
to the larger size increases the current font size by 150%, while to the largest size — by 225%. Analogically,
decreasing to the larger size decreases the level from 225% of the standard size to 150%, while returning to
the standard size decreases the current size to the default value (100%).
The scaling sequence does not matter — it can be made in any sequence.

A A A [env| A cose

The font size increase buttons are marked with a red frame on the screen view above.
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The application may partially o entirely disable the scaling functions on the displays with lower
resolutions to avoid errors related to excessive scaling of the application interface elements.

B.3 Operating the application via a screen reader

From the version 1.3.60 onwards, the application is operable via the NVDA reader for Windows and
VoiceOver for macOS.

The default configuration of VoiceOver application is adapted to be operated with a keyboard. In such case,
it enables using the Tab button to navigate between the components and to read or select them. If a
component is not available for the Tab button, navigation with the VoiceOver program cursor using the right
and left arrow on the keyboard is still enabled.

If there is a need to read each text content by placing a mouse cursor on it, select the Synchronise keyboard
focus and VoiceOver cursor option in the VoiceOver program settings.

o VoiceOver Utility Q
General
. Initial position of VoiceOver cursor:  Keyboard focused item
B Verbosity
Grouping behavior:  Standard

D Speech
Synchronize keyboard focus and VoiceOver cursor
avigation
Mouse pointer: Moves VoiceOver cursor [

Web

Allow cursor wrapping
i . Sound .
Skip redundant labels
@ Visuals Automatically interact when using tab key
. Commands Enable fast searching:
B Braille
[-J]

rY/] Activities

VoiceOver Recognition

In this way, the VoiceOver cursor will be set by placing the mouse cursor on an item.

B.4 Navigation and control with a keyboard

The CertSign application can be operated with a keyboard. Navigation between the elements is made with
the Tab button. The undue function is enabled with Shift + Tab combination.

In order to select another tab using a keyboard, if the first element is selected, you can navigate forward and
backward with Ctrl + Tab and Shift + Ctrl + Tab combinations, respectively.

More tips and default keyboard shortcuts are available at: hitps://www.ibm.com/docs/en/sdk-java-
technology/8?topic=applications-default-swing-key-bindings

Operating the ComboBox-type object (dropdown list)
In order to display the list of elements for selection, after placing the cursor on a ComboBox-type object,
press:

o for Windows: Alt + down arrow

e for Linux and MacOS: Space

48



Yl

In order to select another element, navigate up or down using the relevant arrow. To select a specific
element immediately, select the key with the first letter of the name of this element at a dropdown list.

Control in the certificate selection window
@ o]
Certificates list

Subject: Issuer: Validity: Serial number:
18/11/2026 08:59:16 3085

Certificate details

Serial number: 3085

Subject:

EMAILADDRESS = , UID= SURNAME = GIVENNAME =

CN= , O=PUESC, C=PL

Issuer:

CN= ,OL jowa A A (o) Fi C=PL

Validity: 18/11/2024 08:59:16 - 18/11/2026 08:59:16

Key usage: digital signature, Protecting email
OK Cancel

Kragows Administracia

There are two options to navigate with a keyboard in this window, depending on the currently selected
component:

- You can navigate with Tab button between the main elements (table component, text field and scrollbars,
buttons).

- You can navigate with up and down arrows between the listed certificates in the table component.

In order to select a certificate highlighted in red, press Enter or Space. Selection of the certificate is signalled
by ticking the checkbox on the left side of the table row.

B.5 Cooperation with the mobile electronic signature service

The CertSign application can cooperate with the mobile electronic signature service, provided that the

provider ensures software for cryptographic card support emulation, enabling registration of the certificate in

the Windows certificate store (CSP) or access via PKCS#11 driver. Preparation of CertSign for cooperation

consists in selecting the certificate provided under the mobile service in the CSP (Windows store) or

PKCS#11configuration. The remaining steps are performed as for the standard signature, with consideration

to authorisation in the mobile application. The exemplary cooperation with the mSzafir services is described

below. Cooperation with another service, for example SimplySign can be established in a similar way

described at https://pomoc.certum.pl/pl/simplysign-faq/

In order to prepare mSzafir, follow the instruction at:

https://www.mszafir.pl/gfx/mszafir/userfiles/ public/tutoriale/jak wykorzystac certyfikat mszafir w_dowolnej
aplikacji podpisujacej.pdf

After enabling a virtual card, select the “Change certificate” option in CertSign and select the mobile service

certificate, analogically as in the case of a standard certificate (in CSP or PKCS#11 configuration).
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5 Select a certificate

Certificates list

‘ Subject: Issuer: validity: Serial number:

COPE SZAFIR -
Kwalifikowany

14/04/2023 11:56:26 55710f80432f4b7e0532277

6bf02f97220aad482
CCK MF Zewnetrzne 04/02/2024 15:30:54 23cf6

Dm

] e ——— |cck MF Zewnetrzne |19/10/2022 13:00:33 |1e199 ‘
| etteeme— |TEST CCK MF Zewnetizne | 18/11/2023 08:58:16 [27ff 1
Certificate details
Serial number: 59
Subject
EMAILADDRESS = oN= oU=

After selecting the certificate, you can go to signing a document, provided that the signature is authorised
with a code generated in the mobile application.

& CloudsSigner - signature authorization

You sign the document mSzafi

# Description Abbreviation Certificate

1 CertSign ee24..ca83

oTT

Enter the OTT code obtained from your phone to sign the document(s)

2(14([7] |5][5]|2| ©

Confirmation

Compare the abbreviation of the document presented above with the one
displayed On the And if it matches screen, confirm the signing operation on
Telephone.

Signing status
Processing

B.6 Specific cases of cards with qualified certificates

In the case of a qualified signature, CrtSign uses the CSP or PKCS#11 services to communicate with the
cryptographic card. In some cases however, the specifics of the cryptographic card interfaces and CertSign
forces the use of only one from the abovementioned services.

NOTE! A qualified certificate provider software needs to be installed, since it contains the
cryptographic card drivers.

If there is an error when signing with the selected CSP option, for example:
&%a An exception occurred while signing the document.
@ probable cause of the error: Exception raised in JCAPI.DLL:

JCAPISignature_sign() - Cloud not acquire a key container handle for CSP: cryptoCertum3 CSP
Error code: E_ERROR_SIGNING_WHITH_PRIVATE_KEY
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select the Change certificate option in CertSign, select PKCS#11and path to the dll. file of the card driver
provided with the certificate provider software. Remember to select the file corresponding to the operating
system architecture (32- or 64-bit).

Information on location of these files is available on the websites or in the certificate provider documentation.
For the Polish providers, these may include:

CERTUM:

C:\Windows\System32\cryptoCertum3PKCS64.dll

C:\Windows\System32\cryptoCertum3PKCS.dll
https://pomoc.certum.pl/pl/ekw-reczne-wskazanie-sterownika-karty-kryptograficznej/

SIGILLUM:

C:\Windows\System32\asepkcs.dll

EUROCERT:

C:\Windows\System32\cmP11.dll

C:\Windows\System32\cmP1164.dll

C:\Windows\SysWOW64\cmP11.dlI
https://eurocert.freshdesk.com/support/solutions/articles/48001213718-niezb%C4%99dna-biblioteka-
localizacja-

KIR (Szafir):

C:\Program Files\Krajowa Izba Rozliczeniowa S.A.\Szafir 2.0\bin\CCGraphiteP11p.x64.dl|

C:\Program Files\Krajowa Izba Rozliczeniowa S.A.\Szafir 2.0\bin\CCGraphiteP11p.x86.dll
https://www.elektronicznypodpis.pl/gfx/elektronicznypodpis/userfiles/ public/informacje/instrukcje/instrukcja
konfiguracji kart cryptocard graphite w_jpk.pdf

C:\Program Files\CryptoTech\CCP1164.dll

C:\Program Files\CryptoTech\CCPkiP11.dll
https://www.elektronicznypodpis.pl/gfx/elektronicznypodpis/userfiles/ public/informacije/instrukcje/jpk 2.pdf
CENCERT:

C:\Program Files\ENCARD\enigmap11-x64.dll

C:\Program Files (x86)\ENCARD\enigmap11.dll

A specific case is the cryptographic cards with 2-level security: with a PIN code to the card and a
separate PIN for signature purposes. The example is the IDPrime card provided by CenCert, which has a
PIN to a card and Digital Signature PIN for signature purpose. The signing process in CertSign requires
entering both PIN in the correct order, which is available only in the CSP configuration. When using
PKCS#11, only the card Pin is provided, in effect of which the signing is impossible.

The exemplary signing with the use of IDPrime card by CenCert is presented below (it requires pre-installed
SafeNet Authentication Client software).

With the selected CSP configuration and a qualified certificate (Certificates/Log tab), select the file to be
signed and confirm signing. In the first step, the query on PIN to the cryptographic card will display.
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5 CertSign

% Krajowa Administracja
Skarbowa

Certificates/Log £2 Sign

Connection status: disconnected

Files
C:! ' D
SafeNet, Inc. X
Files to sign Your private key has been requested for signing.
Please enter PIN code for Card #29A7156B4C001119: Remove files from |
OOOOOOI
Destination directory Ok
Signature parameters
Signature format CadES PadES Generating keys
Hash algorithm SHAS512
After entering the correct card PIN, the Digital Signature PIN request will display.
5 CertSign —
% Krajowa Administracja  Connection status: disconnected
Skarbowa
(7] Certificates/Log £ Sign & Digital Signature PIN Logon X |
Files
cwses SafeNet Authentication Client THALES —
Files to sign & 5
Enter the Digital Signature PIN: =]
om
Token name: Card #29A7156B4C001119 |
Deatrotion & Digital Signature PIN: ltoooool e
Current language: EN
Signature parameters
Signature format Cancel
Hash algorithm SHAZSG» F ;-msxz B

Placing a signature will be confirmed with a message.
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