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1 INTRODUCTION

1.1 DOCUMENT PURPOSE

The purpose of this document is to describe the overall technical Common System Specifications
of the ICS2 System-to-System (S2S) Trader Interfaces. In particular, this document provides
specifications and lays out applicable guidelines to support the technical implementation of 1T
system-to-system interfaces between the ICS2 Trader Interfaces (ICS2 TI) and the connectivity
access points used by Economic Operators in the context of the ICS2 system.

Each Member State has the option to develop a National Trader Interface (NTI) or use the Shared
Trader Interface (STI) implementation. These implementations must be compliant to the
Harmonised Trader Interface specifications (HTI) which are the subject of this document.

1.2 TARGET AUDIENCE

The main target audience for this document is the Economic Operators and/or the IT service
providers who are responsible for the implementation and maintenance of interfaces between the
EO system and the ICS2 TI, as well as national administrations implementing a NTI or
participating in the STI.

Readers are assumed to have a good understanding of general IT architectural concepts and may
belong to the following categories:

e Economic Operators;

e EO IT system providers;

e DG TAXUD units responsible for ICS2 T1 implementation;

e Member States responsible for ICS2 TI implementation;

e External Contractors involved in ICS2 development or operational activities.
1.3 ScoPE

The scope of this document is to define:

e Thetechnical and operational aspects of the ICS2 system-to-system Trader Interface with
a link to the functional specifications;

e The interfaces and services to be implemented at ICS2 T1 with a view to be consumed by
the access point used by an Economic Operator (EO);

e The interfaces and services to be implemented by the access point used by an EO with a
view to be consumed by the ICS2 TI;

e The message exchange protocol between the ICS2 T1 and the access point used by an EQ,
including the technical specificities of its implementation for 1CS2;

e The operational aspects of the interface to be applied, e.g. the necessary actions to be
taken in order to enroll and register an access point as an ICS2 system actor, the testing,
connection and message exchange actions with the ICS2 TI, etc.

In addition, it is in the scope of this document to describe supporting and operational elements of
the interfaces, such as security aspects, certain Operational Service Level and Change
Management aspects.

The ICS2 system will be implemented in an incremental way: a series of blocks define the
roadmap for its implementation along three releases. The scope of this document was originally
release 1 and has been updated to include the impact of release 2. The document is applicable to
both releases.
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1.4 STRUCTURE
The present document contains the following chapters:

Chapter 1: Introduction describes the scope and the objectives of the document;
Chapter 2: Overview provides an overview of the functional, technical and operational
aspects of the 1CS2 system-to-system Trader Interface, as well as the context of this
interface in the ICS2 environment;

Chapter 3: Functional Information Exchange Specifications describes the functional
specification of the services, the information exchange messages and the orchestration of
information exchange between the access point used by an EO and the ICS2 T, including
the rules and conditions;

Chapter 4: Technical Information Exchange Specifications describes the technical
specification of the selected message exchange protocol between the ICS2 TI and the
access point used by an EO, including the technical specificities of its implementation;
Chapter 5: Operational describes the operational aspects of enrolling, registering,
testing and successfully setting-up an interface between the access point used by an EO
and the ICS2 TI;

Annex 1: Service operations provides a list of service operations and their payloads;
Annex 2: P-Modes Summary provides a summary of the P-modes;

Annex 3: Sample Message Scenario provides an example scenario of an information
exchange with the help of messages;

Annex 4: ebMS Errors lists the errors returned during problematic message exchanges;
Annex 5: Message Layer Security Controls describes how message level security
controls are applied.

1.5 REFERENCE DOCUMENTS
Ref. | Title Originator Version | Date
1.14 31/10/2018
https://ec.europa.eu/cef | 1 15 18/12/2018
. . digital/wiki/display/CE (eDeliver
RO1 | eDelivery AS4 Profile FDIGITAL /eDelivery y
+AS4 Communi
ty Draft)
Rop | !CS2 BPM L4 Process | ICS2-CFSS-BPML4 112 07/12/2018
Description Process Description 1.22 31/03/2020
RO3 | ICS2 Definitions ICS2-CFSS- L 16/03/2020
Definitions
i 1.15 08/01/2019
RO4 ICSZ. .Infc_)rmatlon Exchange 1CS2-CFSS-IE
Specifications 1.22 31/03/2020
RO5 | 1CS? EO SSD CD:_%-ICSZ-STI-SSD- 4.40 09/10/2019
eu_ics2_c2t
RO6 | 1CS2 EO TSC CD:_%-ICSZ-STI-TSC- 4.40 09/10/2019
eu_ics2_c2t
http://docs.oasis-
OASIS ebXML Messaging | open.org/ebxml-
RO7 | Services Version 3.0: Part 1, | msg/ebms/v3.0/core/os | 3.0 01/10/2007
Core Features /ebms_core-3.0-spec-
o0s.html
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Ref. | Title Originator Version | Date
https://ec.europa.eu/cef
. digital/wiki/display/CE
RO8 ggﬂt':;eg AS4 - Conformant | -ry, = T ALje- N/A N/A
SENS+AS4+conforma
nt+solutions
XML  Schema Part 2: | https://www.w3.0org/T | 2nd
RO9 Datatypes R/xmlschema-2 Edition 28/1012004
https://www.ietf.org/rf .
R10 | Internet Message Format o/rfe2822 txt N/A April 2001
https://ec.europa.eu/cef
digital/wiki/display/CE
R11 | e-SENS ebCore Party Id FDIGITAL/e- 1.3 18/10/2017
SENS+ebCore+Party+
1d+1.3
http://docs.oasis-
open.org/ebxml-
R12 | AS4 Profile of ebMS 3.0 Sféj?mS/"S'O/pmf”e 1.0 23/01/2013
profile/v1.0/AS4-
profile-v1.0.html
https://www.enisa.euro
Algorithms, Key Sizes and | pa.eu/publications/algo
R13 Parameters Report — 2013 rithms-key-sizes-and- NIA 29/10/2013
parameters-report
Test Design Specifications for
R14 | Economic Operator CD3-ICS2-TDS-CTC 1.40 07/07/2020
EO
Conformance Test Cases
UUM&DS — Central
Certificates Registration Tool | Manual for EO -
RIS Manual for Economic | Certificate Registration NIA NIA
Operators
Table 1: Reference documents
1.6 APPLICABLE DOCUMENTS
Ref. Title Reference Version Date
A01 | Framework Contract TAXUD/2013/CC/124 N/A 11/11/2013
A02 | Specific Contract n° 23 TAXUD/2018/DE/128 N/A 01/05/2019
03 CDSTFQP-Framework DG TAXUD 1.00 30/04/2015
Quality Plan

Table 2: Applicable documents

1.7 ABBREVIATIONS & ACRONYMS

For a better understanding of the present document, the following table provides a list of the

principal abbreviations and acronyms used.

Interface Control Document - ICS2 Harmonised Trader Interface
Document Version 2.50 EN dated 10/07/2020
Confidentiality: Publicly available (PA)

Page 11 /75




See also the ‘list of acronyms’ on TEMPO.

Abbreviation/Acronym

Definition

AEO

Authorised Economic Operator

AEOS Authorised Economic Operator — Safety and Security
AS4 Applicability Statement 4

CA Certificate Authority

CRorICS2CR ICS2 Common Repository

DG TAXUD Directorate-General Taxation and Customs Union
ebMS ebXML Messaging Services

elDAS Electronic Identification Authentication and trust Services
ENS Entry Summary Declaration

EO Economic Operator

EORI Economic Operator Registration and Identification
ERDS Electronic Registered Delivery Service

HRCM High Risk Cargo and Mail

HTI Harmonised Trader Interface

ICS2 Import Control System 2

ITSP IT Service Provider

LOTL List of Trusted Lists

LRN Local reference number

MEP Message Exchange Pattern

MIME Multipurpose Internet Mail Extensions

MS Member State

MSH Message Service Handler

MRN Movement Reference Number

NES National Entry System

NTI National Trader Interface

NVOCC Non-Vessel Operating Common Carrier

RMS Responsible Member State

S2S8 System-to-System

SOA Service Oriented Architecture

SOAP Simple Object Access Protocol

STI Shared Trader Interface

TAPAS DG TAXUD AS4 Access Point

TlorICS2TI ICS2 Trader Interface
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Abbreviation/Acronym

Definition

TES

Trans-European System

u2s User to System

Ul User Interface

UuID Universal Unique ldentifier

UUM&DS Uniform User Management and Digital Signatures
XML Extensible Markup Language

XPath XML Path Language

1.8 DEFINITIONS

Table 3: Abbreviations and acronyms

For a better understanding of the present document, the following table provides a list of the

principal terms used.

See also the “glossary’ on TEMPO.

Term Definition
AS4 (Applicability Statement 4) is a Conformance Profile of the
ASA OASIS ebMS 3.0 specification and represents an open standard for

the secure and payload-agnostic exchange of Business-to-business
documents using Web services.

AS4 access point

An AS4 access point is an operational IT component that
implements the AS4 specifications for the exchange of information
with other AS4 access points, be it a Trader Interface (STI/NTI) or
an access point used by an Economic Operator (EO).

Carrier

Carrier means in the context of entry, the person who brings the
goods, or who assumes responsibility for the carriage of the goods,
into the customs territory of the Union. However,

(i) in the case of combined transportation, "carrier" means the
person who operates the means of transport which, once brought
into the customs territory of the Union, moves by itself as an active
means of transport;

(i) in the case of maritime or air traffic under a vessel- sharing or
contracting arrangement, "carrier' means the person who concludes
a contract and issues a bill of lading or air waybill for the actual
carriage of the goods into the customs territory of the Union.

(Definition is from ICS2 definitions [R03])

Certificate Authority

A Certificate Authority (CA) is an entity that issues digital
certificates. A digital certificate certifies the ownership of a public
key by the named subject of the certificate. This allows others
(relying parties) to rely upon signatures or on assertions made about
the private key that corresponds to the certified public key. A CA
acts as a trusted third party—trusted both by the subject (owner) of
the certificate and by the party relying upon the certificate. The
format of these certificates is specified by the X.509 standard.
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An electronic or digital certificate is an attachment to an electronic
message used for security purposes. The most common use of a
digital certificate is to verify that a user sending a message is who
he or she claims to be, and to provide the receiver with the means
to encode a reply. An individual wishing to send an encrypted
message applies for a digital certificate from a Certificate Authority
(CA). The CA issues an encrypted digital certificate containing the
applicant's public key and a variety of other identification
information. The CA makes its own public key readily available
through print publicity or perhaps on the Internet.

Electronic Certificate

According to the eIDAS regulation, an electronic seal is a piece of
data attached to an electronic document or other data, which ensures
Electronic seal® data origin and integrity. Technically similar to digital signatures,
electronic seals serve as evidence that an electronic document was
issued by a specific legal entity, not a natural person.

High Risk Cargo and Mail Screening (HRCM screening) is a
notification communicated by the customs authority of the RMS to
the person filing (and the carrier under certain conditions) that the
High Risk Cargo and | 900ds concerned shall need to be screened as a high risk cargo and
Mail Screening (HRCM | mail, in accordance with the point 6.7.3 of the Annex to
screening) Commission Decision C (2010) 774 of 13 April 2010, before being
loaded on board of an aircraft bound to the customs territory of the
Union.

(Definition is from ICS2 definitions [R03])

An IT Service Provider (ITSP) is a legal person contracted by a
Person filing for services involving the delivery and reception of
messages to and from ICS2 TI.

An IT Service Provider must be identified and registered by

IT Service Provider Customs to be authorised to exchange messages with TI.

Any EO can have its own system or make use of services from one
or several ITSPs for the delivery of ICS2 messages to Customs (via
STI/NTI). The use of these services must be covered by a
contractual arrangement where the EO assumes the responsibility
of any information sends by the ITSP to Customs.

The present document refers to the term “payload” as the XML
encoded data-set defined for information exchange as defined in the

pavioad ICS2 Information Exchange Message definition document [R04].
ayloa
For the technical realisation of an information exchange between

two parties (a Sender and a Trader Interface), a payload is
embedded in an AS4 message.

Person filing means any person that submits to the customs
Person filing authgrity EN§ filing in i'ts complete or partial cqntent and other
notifications in the prescribed form and manner. This person can be
any person that issues a bill of lading or air waybill and can be either

% This electronic seal must not be confounded with the physical electronic seals attached to shipping
containers.
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carrier, NVOCC (i.e. freight forwarder), or any person identified by
the legal provisions obliged to submit required particulars of ENS
to the customs and can include postal operator, consignee stipulated
in the lowest bill of lading. Person filing also includes a
representative of any of the persons mentioned above that submits
the ENS filing in its complete or partial content to the customs
authority on behalf of the person that it is representing.

(Definition is from ICS2 definitions [R03])

Sender

The present document refers to the term "sender” as the system
sending the technical messages to the TI. This can be a system
implemented by the EO lodging the ENS filings or by an IT Service
Provider. The sender is understood as a system actor in the 1CS2
system context and is the one authenticated and authorised from the
system security point of view.

Signal Message

An AS4 Message is a logical unit which consists of User Messages
or Signal Messages or both. A Signal Message is an ebMS message
that contains a Signal Message unit (an
eb:Messaging/eb:SignalMessage XML structure) and allows
transmitting data interpreted by an AS4 Message Service Handler
as a signal (e.g. a pull signal).

Trader Interface

Trader Interface: The Tl represents the IT system that will be used
by Economic Operators to communicate with customs authorities
in the context of ICS2. It is an abstraction of:

The National Trader Interface (NTI), developed, hosted and
operated by a particular Member State;

The Shared Trader Interface (STI1), developed, hosted and operated
by DG TAXUD.

User Message

An AS4 Message is a logical unit which consists of User Messages
or Signal Messages or both. A User Message is a message that
contains a User Message unit (an
eb:Messaging/eb:UserMessageXML  structure) and  allows
transmitting data interpreted by a Consumer.

Table 4: Definitions
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2 OVERVIEW

The Interface Control Document of the ICS2 Trader Interface defines the technical and
operational aspects of the ICS2 system-to-system Trader Interface with a link to the functional
specifications. It also provides guidelines for the adequate implementation of the interfaces.

It is assumed that the reader is aware of the functional context of the ICS2 system as described
in;

e The ICS2 Business Process Description [R02];

e The ICS2 Definitions [RO3];

e The ICS2 Information Exchange Message Specifications [R04].
More details on the provided services can be found in:

e The ICS2 Service Specification Documents [R05];

e The ICS2 Technical Service Contracts [R06].

Figure 1 defines the context of this interface in the ICS2 environment.
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Figure 1: ICS2 overview

In the context of the ICS2 programme, an Economic Operator must interact with the various 1CS2
components through the 1CS2 Trader Interface. Each Member State has the option to develop a
National Trader Interface (NTI) or use the Shared Trader Interface (STI) implementation. These
implementations must be compliant with the Harmonised Trader Interface specifications.

A trader must connect to a specific Trader Interface system (National or Shared) according to the
Member State of the Customs Office of First Entry (COFE) specified inside the ENS Filing or (if
unknown) to the Member State to which the ENS Filing will be addressed.
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The ICS2 Trader Interfaces (National or Shared) interact with the ICS2 Common Repository (CR)
which is responsible for the ENS lifecycle management (i.e. linking all relevant ENS filings) as
well as for orchestrating the risk management process with the relevant NES systems.

The interactions between the 1CS2 Common Repository and NES systems occur over the
Common Communication Network (CCN2ng). The Uniform User Management and Digital
Signatures system (UUM&DS) will support the security measures with registration, identification
and authorisation functionality.

The Economic Operator has the choice to interact with a Trader Interface through a web user
interface®, or through a system-to-system interface. Only the latter interface is in scope of this
document. The interfaces will be implemented according to the Connecting Europe Facility (CEF)
eDelivery building block specifications which are aligned with the eIDAS requirements for ERDS
(Electronic Registered Delivery Service) as defined in Article 3(36)°.

For the technical realisation of these system-to-system interfaces, AS4 access points have to be
used accordingly to the eDelivery building block specifications. From a trade perspective, such
an access point can be implemented and operated by an Economic Operator himself or can be
delivered by an IT Service Provider (ITSP) as a service to an Economic Operator.

As described in more details in the document, the system-to-system interaction occurs over a
secure HTTPS connection on the public internet using the AS4 secure and reliable messaging
protocol.

4 Web user interface for trade will only be available from ICS2 Release 2 onwards.

% The eIDAS regulation (EU regulation Ne 910/2014 of 23 July 2014 on electronic identification and repeals
directive 1999/93/EC with effect from 30 June 2016) oversees electronic identification and trust services
for electronic transactions in the European Union's internal market and regulates electronic signatures,
electronic transactions, involved bodies and their embedding processes to provide a safe way for users to
conduct business online. Article 3(36) reads as follows: “(36) ‘electronic registered delivery service’
means a service that makes it possible to transmit data between third parties by electronic means and
provides evidence relating to the handling of the transmitted data, including proof of sending and
receiving the data, and that protects transmitted data against the risk of loss, theft, damage or any
unauthorised alterations;”.
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3 FUNCTIONAL INFORMATION EXCHANGE SPECIFICATIONS

The ICS2 TI provides the interface to support information exchanges between a Person filing or
if different a Carrier and the Customs Authorities in the scope of ICS2 system. In the case of the
System-to-system interaction as described in the current document, the Sender IT system
technically fulfils EO requirements to lodge full or partial ENS filings, respond to requests for
missing or additional information from National Customs Authorities and receive notifications
that they have requested or that are required to be provided in response to their submitted ENS
filings. An EO can connect to the ICS2 Tl via its own IT system or by using the contracted services
of an IT Service Provider (ITSP). In case the latter is true, the ITSP itself must be identified and
registered by Customs (see section 4.6.3).

The functional specifications of the prescribed information exchanges are detailed in the 1CS2
Business Process Description document [R02] and will not be repeated here in their full extent.
In this chapter, a high-level description of the asynchronous communication between the Sender
access point used by an EO and the 1CS2 TI will be provided, focused on the services
implementing the business processes, the message exchanges and the consequent system
operations.

Only the S2S interactions will be described in the current document. For the traders using the
provided web Ul, a user manual will be provided separately.

3.1 INFORMATION EXCHANGES

In this section, the asynchronous S2S interaction between the ICS2 T1 and the access point used
by an EO is described with the help of high-level sequence diagrams as a set of prescribed
information exchanges. These sequence diagrams focus on showing the correlation between
services, related message exchanges and system operations which support business processes
defined in 1CS2 Business Process Description document [RO2]. Therefore, they cover
functionalities and actions which are initiated by or require the response of the IT system through
which the EO is connected to the TI.

In the sequence diagrams provided unterhalb, the mapping of services to system operations
(actions) is provided to the reader using the “service_name (ACTION)” convention. The action
names used to invoke each operation are aligned with the corresponding message ID of the BPM
L4 functional specifications and related 1CS2 Information Exchange Message Specifications
document [RO4]. The list of ICS2 services and the correlation to messages and actions are detailed
further below in Annex 1.

To assure completeness of information flow and accuracy of high-level description of the system,
the high-level sequence diagrams include the 1CS2 Common Repository system and the
Responsible Member State NES systems, even though there is no direct interaction between
access point used by an EO and those systems for the purpose of ICS2.

3.1.1 General Context

In the context of the communication between the EO system and the ICS2 TI, there are four
categories of business interaction between the Person filing or if different the Carrier and the 1CS2
system:

e Lodge (full or partial)/amend/invalidate an ENS filing;

e Lodge an arrival notification for the means of transport (in case of air and maritime
transport);

e Respond to request for additional information from National Customs Authorities;

o Receive information or error notifications relevant to the submitted lodgings.
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The Person filing, or if different the Carrier, can be an actor in three of the four categories of
business interaction above. A Person filing is responsible for registering a full or partial ENS
filing, completing all necessary details according to the type of ENS filing. The types of ENS
filing are divided into the following main categories:

‘sea and inland waterways’;
‘air cargo’;

‘express consignments’;
‘postal consignments’;
‘road mode of transport’;
‘rail mode of transport’.

More information can be found in Annex 1.
The Person filing can submit a request to amend or invalidate a previously registered ENS filing.

The carrier that is the operator of the vessel or aircraft entering the EU from a foreign origin must
lodge an arrival notification to the customs office of first entry except where such information is
available to the customs authorities (Article 133 UCC).

The Person filing can receive a request to provide additional information and consequently
respond to this request. There are two types of request:

e arequest to provide additional information;
e arequest to perform a HRCM screening (aviation only).

The Person filing can receive information or error notifications relevant to previously submitted
ENS filing(s), e.g. notification of an ENS filing for which the ENS is deemed not complete.

Some notifications can be also sent by the TI to the Carrier if different from the filer, when under
certain circumstances a Carrier must be notified about an action performed on the system by a
Person filing. The carrier is to be notified when:

e The carrier is different from the Person filing and has expressed the preference to also
receive the notifications concerning these filings;

e A Do Not Load (message) is issued for cargo transported by that carrier;

e One or more of the parties that the Carrier has indicated as obliged to lodge ENS filings,
have not yet filed;

e The carrier is connected to the TI.

Furthermore, there is one notification (in particular, a notification of an ENS filing for which the
ENS is deemed not complete) sent by the TI to the ‘Person not yet filed’, a role which is also
defined in the ICS2 Business Process Model [R02]. The Person that has not yet filed is to be
notified when:

e This person was indicated in an ENS filing (master or house level) as a person that has
an obligation to file a lower level ENS filing;
e The person is connected to the TI.

As mentioned above, the IT system connectivity to the Tls can be implemented by the trader (a
Person filing or if different a Carrier) themselves or it can be provided as a service by a contracted
IT Service Provider (ITSP). Such ITSP assumes responsibility as system owner of the connecting
system (system actor) which must be registered and authorised by Customs; this of course on top
of its contractual responsibilities towards the trader as his client.

In the case a trader contracts the use of ITSP services, it will not release him from his
responsibility towards Customs Authorities (as Person filing or Carrier).
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The access point operated by an ITSP is delivering messages on behalf of a Person filing or if
different the Carrier. From a system perspective this is just the intermediary for sending messages
containing ENS Filings and receiving/dispatching replies and notifications.

In all cases, in order to be able to send or receive messages from a T, a party (either an ITSP or
the trader himself) must be registered and authorised by the Customs Authorities and registered
in the T1 to establish system connectivity to ICS2 Trader Interfaces and act as system actor.

The high-level sequence diagrams in the following paragraphs correspond to the following
scenarios:

o Register ENS filing (Person filing and Carrier);
e Amend ENS filing (Person filing);
e Invalidate ENS filing (Person filing);
e Submit arrival notification (Person filing);
o Additional information response (Person filing and Carrier);
o HRCM screening response (Person filing and Carrier);
o Notifications received from TI (Person filing, Person not yet filed and Carrier).
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3.1.2 ENS filing (IE3Fxx)

A Person filing is responsible for lodging a full or partial ENS filing, providing all necessary
details according to the type of ENS filing. The types of ENS filing are divided into the following
main categories:

e ‘sea and inland waterways’;

e ‘aircargo’;

e ‘express consignments’;

e ‘postal consignments’;

e ‘road mode of transport’;

e ‘rail mode of transport’.

The types of ENS filing are distinguished using a Specific Circumstance Indicator which can take
a code value of the type FXX, where XX are two numeric digits, e.g. ‘F10’. The mapping of the
code values to the types of ENS filing can be found in Annex 1. In Figure 2, the reader can see
actions which include the FXX code value, i.e. IE3FXX. The sequence diagram in the current
section represents the message exchange pattern for the submission of any type of ENS filing.

After the submission of an ENS filing via the access point of the Person filing, the Person filing
will receive a single reply with an MRN via this same access point.

sd Register ENSfiling /

% % ICS2TI ICS2 CR
Access Point of Carrier Access Point of Person filing
| |

| |
| eu_ics2_t2c(IE3Fxx) :

alt Syntactical & semantical validation successful?/ J

[no]
eu_ics2_c2t(IE3N99)
<_ _________________

ENSFiling Lifecycle Management BAS(IE4Fxx)

altENS

[yes] NotificationBAS(IE4R01)

ifecycle validation successful?/ J

|
|
|
< ————————————— = — |
! Q - |
alt Carrier to be notified about successful registration?/ : :
] T
es] | eu_ics2_c2t(IE3RO1L) | |
< _____________________________ L — — —
9 0 |
! | |
| | | |
! | |
..... * S R PR PR |
fnol ! !
| |
..... Y QR
[no]

X --Q-—===—=—=~|--
N

< oo §s)

eu_ics2_c2t(IE3NO1) :
_______________ | __ !
I

I

I

0

Figure 2: ‘Register ENS filing’ information exchange
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3.1.3 ENS filing amendment (IE3AXxX)

A Person filing may request to amend a full or partial ENS filing, by submitting a new data-set,
according to the type of ENS filing. The updated data-set submitted by this amendment
completely replaces the data-set previously associated with the MRN and submitted in a previous
ENS filing or amendment. The types of ENS filing amendment are distinguished by their message
ID which can take a code value of the type IE3AXX, where XX are two numerical digits, e.g.
‘IE3A10’. The mapping of the code values to the types of ENS filing amendment can be found in
Annex 1. In the figure below, the reader can see actions which include the IE3AXX code value.
The sequence diagram in the current section represents the message exchange pattern for the
amendment of any type of ENS filing.

After the submission of an amendment to an ENS filing from the filer’s access point and
successful semantic, syntactical and lifecycle validation, the Person filing will receive a single
reply via this access point. Alternatively, an error message will be received by the person filing
giving the reason for the message rejection.

sd Amend ENS filing J

% ICS2TI ICS2 CR
Access Point c|>fPerson filing

|
|
| eu_ics2_t2c(IE3Axx) :

1

|

alt Syntactical & semantical validation successful?/

[no]
eu_ics2_c2t(IE3N99)
L

| ENSFiling Lifecycle Manage ment BAS(IE4AXx)

alt ENS lifecycle validation successful?/
[yes]

NotificationBAS(IE4N12)

eu_ics2_c2t(IE3N10)

|

|

|

|

|

|

|

|

I eu_ics2_c2t(IE3NO1)
oS -————————————1 L ———

|

|

|

: I I
| |

X 1 1
I I

Figure 3: *‘Amend ENS filing’ information exchange
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3.1.4 Invalidation request (IE3Q04)

A Person filing can submit an electronic request to invalidate an ENS filing. The following
sequence diagram describes how the system enables the Person filing to electronically request the
invalidation of an ENS filing. After the submission of an invalidation request for an ENS filing
via the access point of the Person filing, the Person filing will receive a single reply via this same
access point.

sd Invalidate ENSﬁIing/

% ICS2TI ICS2 CR

Access Point c|>fPerson filing

I I
| eu_ics2_t2c(IE3Q04) |
A L

alt Syntactical & semantical validation successful?/

|
|
I
I
I
|
|
|
eu_ics2_c2t(IE3N99) :
I
|
|
|
|
I
I

|
: ENSFiling Lifecycle Management BAS(IE4Q06)

alt ENS lifecycle validation successful?/
[yes]
NotificationBAS(IEAR04)
< ____________________
-
eu_ics2_c2t(IE3RO7) |
|
- |
I I I
L e o
I I I
I [no] I I
: ! NotificationBAS(IE4NO1) !
| <~ - TToTTTToo e
|
| eu_ics2_c2t(IE3NO1) :
o i |
|
: I I
X ' i

Figure 4: ‘Invalidate ENS filing’ information exchange

3.1.5 Arrival notification (IE3N06)

In case of air and maritime transport, an arrival notification for the means of transport can be
lodged, either via T1 or a national arrival system, by a Person filing (a carrier operating the means
of transport). The arrival notification identifies the Member State of Actual First Entry and
triggers controls on goods which were identified being a risk requiring a control at the first point
of entry in the EU (i.e. security and safety threat of such nature that immediate action is required
upon arrival).
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The following sequence diagram (Figure 5) describes how an arrival notification can be lodged

via the EO system.

sd Submit arrival notification
ICS2 TI ICS2 CR System of MS of
Actual First Entry
Access Point (IJfPeI'SOI'I filing
T T T
! 1 1 !
: eu_ics2_t2c(IE3N06) : : :
| |
| |
Ny - - | |
alt Syntactical & semantical validation successful?/ | |
| |
[no] . | |
eu_ics2_c2t(IE3N99) | |
__________________ | |
- | |
! 1 ! !
------ e 1 1
[yes] : | ENSLifecycle Management BAS(IEANO7) | |
i L |
| |
! eu_ics2_c2t(IE3R04) |
[ piiieti et !
| 1
| |
! 1
| |
! |
|
I altENSin correct state?/ :
i Des] |
! NESControlBAS(E4NOS) !
|
1
: ENSLifecycle Management BAS(IE4N09)
e 1 ittt
i NotificationBAS(IE4NOY) !
| ey |
: eu_ics2_c2t(E3N08) T i
Q<- ----------------- I I
- | |
| | | |
! 1 1 !
: _______ [ [ [
I I I
I [no] | | 1
1 1 1 |
! | | |
1 1 1 |
| | Notification BAS(IE4N08) | |
| < - - 1
! ® |
| | |
! eu_ics2_c2t(E3N07) [ [
o< - - ! !
| |
: | | |
| | |
X | | |
T T T
' ' '

Figure 5: ‘Submit arrival notification” information exchange

3.1.6 Additional information request (IE3Q02)

Under certain circumstances, the Person filing may be requested to provide additional information
regarding one or more already submitted ENS filing(s). The following sequence diagram
describes where the request for additional information originates from and how it reaches the
Person filing, who in turn responds to the request. The Carrier may also request to be notified
about the request to provide additional information when it is not the Person filing.
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sd Additional information response /

ICs2Tl ICS2CR System of
Responsible
Access Poir:tofcarrier Access Point cl)fPersonfiIing Memberstate
T T T
! ! I I I
: : : 1 Referral Management BAS(IE4Q04) :
1 1 |
i i 1 NotificationBAS(IE4Q04)
I I
| | eu_ics2_c2t(E3Q02)
I
1
I
: eu_ics2_t2c(IE3R02)
[ >
I
I I Referral Management BAS(IE4R02)
I 1 | gy gy gy A S
I I
1 1 I NESReferralBAS(IE4AR02)
1 1 15 ) U >
I I 1 U U
! ! 1 1 1
! ! 1 1 1
alt Carrier to be notified about additional information requesﬁ/ : : :
T T
[yes] | . i i i
1 eu_ics2_c2t(IE3NO4) | | |
[ TTTTTT T o I I
! 1 1 1
! ! 1 1 1
X ! | ! !
I 1 I I
! I I I
cTTTTTTTTTeTT - R I I
[no] ! 1 1 1
! 1 1 1
+ + 1 1
! 1 1 1

Figure 6: ‘Additional information response’ information exchange

3.1.7 High Risk Cargo & Mail screening request (IE3Q03)

Under certain circumstances, the Person filing may be requested to execute HRCM screening
during the air cargo pre-loading phase. The following sequence diagram describes where the
request for HRCM screening execution originates from and how it reaches the Person filing, who
in turn responds with the HRCM screening outcome. The Carrier if different may be also notified
that the Person filing was requested to provide HRCM screening outcome.

sd HRCM screening response /

ICS2 Tl ICS2CR System of
Responsible

Access Polr:tofcamer Access Point of Person filing Member State
T T

I
1 Referral Management BAS(IE4Q05) 1

F — — — — — |

NotificationBAS(IE4Q05)

eu_ics2_c2t(IE3Q03)

eu_ics2_t2c(IE3R03)

______:.__________

______________ >
Referral Management BAS(IE4R03)
I NESReferralBAS(IE4R03)
=
I | U U
e A 3 T I I
alt Carrier to be notified about additional information requen?/ | | |
T T
[yes] 1 1 : : :
I eu_ics2_c2t(IE3NO5) I I I
< ——m——————— A - 1 1
¢ ! _¢ 1 1
: : I I I
I I I
X ! | | |
________________________________________________________ Jooooo I I
1
] . | | |
| | | !
| | | !
T I I I

Figure 7: ‘HRCM screening response’ information exchange

3.1.8 Notifications received from ICS2 TI

The “Person filing”, the “Person having not yet filed” and the “Carrier” may receive notifications
from ICS2 TI, in the following cases:

e (AEOS) Control Notification (IE3N09) - The Authorised Economic Operator will be
notified about the controls that will be performed on the goods that are under his
responsibility. The ICS2 T1 sends an (AEOS) Control Notification with ID IE3NO9 to the
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Person filing. This notification may be also communicated to the Carrier whenever
applicable;

e ENS Not Complete Notification (IE3NO2) - An ENS is marked as not complete after:
either the timer for ENS completion has expired or completeness did not derive from the
"Relate ENS filings" sub process. The ICS2 T1 sends the ENS Not Complete Notification
with ID 1IE3NO2 to the Person filing. This notification may be also communicated to the
Carrier whenever applicable;

o Do Not Load Request (IE3QO01) - The risk assessment of an ENS filing is complete. The
Economic Operator will be requested to not load a part of his initially declared
consignment. The ICS2 T1 sends the Do Not Load Request with ID IE3QO01 to the Person
filing. This notification must be also communicated to the Carrier when the Carrier is
different from the Person filing. The specific parts that are not to be loaded will be
indicated through the message;

e Assessment Complete Notification (IE3N03) - The risk assessment of an ENS filing is
complete. The ICS2 TI sends the Assessment Complete Notification with ID IE3NO3 to
the Person filing when that person has requested to be informed. This notification may be
also communicated to the Carrier when it has requested to be informed and is different
from the person filing; and

o ENS Pending Notification (IE3N11) - The Person that has not yet filed is informed that
he is obliged to file an ENS filing. The ICS2 Tl sends the ENS Pending Notification with
ID IE3N11 to the Person that has not yet filed.

The Person filing's system and the Carrier's system to be notified are identified as defined in the
technical rule on routing in section 3.3.2.3.

The following sequence diagram describes how the above notifications reach the Person filing
and if different the Carrier.

% % % ICS2TI1
Access Point of Person not Access Point of Carrier Access Point o‘f Person filing

S l

yetrlled : } |

| ] ‘ !

alt Message type : } :

l : | |

[IE3n11] | r eu_ics2_c2t(IE3N1L) ! !

| Be

I ! 1

I ! |
______________________________________________________________________________ BT ST S ST SRR PSR e TR PR T S T

[IE3ND2/IEIND3/IE3NOS/IE3Q0]

=

eu_ics2_c2t{IE3NO2 or IE3NO3 or IE3NOS or IE3Q01)

R N e e R At

|
|
|
5
i C]< o
| T
i } !
|
| | !
i ! [
l alt Notification to be communicated to(‘,arrier?/ :
|
! Tyes] | | l
| l eu_ics2_c2t(IE3NO2 or IE3NO3 or IE3NO9 or IE3Q01) :
| :
______________________ R,
i =
| i } ‘[I:]
| ! ! |
|
: X ! I
! . 4

Figure 8: “‘Notifications received from ICS2 T1’ information exchange

3.1.9 Error handling

In the case of asynchronous interaction as described above, validation of a received message can
result in errors being detected. In that case an error message is sent to the sender. This message is
defined as IE3N99 for a general validation error, and as IE3NO1 in case of a lifecycle validation
error.
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The technical definition of these error messages and the correlation mechanism to identify the
original message are described in section 4.5 unterhalb.

3.1.10 Attachments

Some messages contain binary attachments of files, which must be treated in a particular way.
The following messages contain possibly such files:

e ENS filings and amendments: 1E3F32, IE3F28, IE3F26, IE3F24, IE3F23, IE3F20,
IE3A32, IE3A28, IE3A26, IE3A24, IE3A23, IE3A20;

e Additional information response and High Risk Cargo & Mail screening response:
IE3R02, IE3R03.

The files must be sent as attachments using the features of AS4 protocol as explained below in
section 4.2.5 and referred to in the IE3xx message using an identification element.

3.2 SERVICE DEFINITIONS

The ICS2 TI application provides the necessary service to receive Information Exchange
messages from Economic Operators. Operations of this service must be used by the Economic
Operator (EO) IT system — either their own IT system or that of the IT Service Provider they use
— to send information to the ICS2 T1 application.

It is important to understand that the services of the ICS2 TI application are not exposed as web
services but as services implemented in the business to the business protocol defined by the
eDelivery AS4 specifications, as explained in detail in chapter 4 Technical Information Exchange
Specifications.

The following service is provided:

eu_ics2_t2c (trader to customs submission service)

A single service is defined to identify the flow from traders to customs and is responsible for
providing functionalities related to the reception of information from Economic Operators by
ICS2 Trader Interface in the form of Information Exchange messages.

Table 5: List of services implemented by ICS2 TI application

The following service must be implemented by the Economic Operator (EO) system:

eu_ics2_c2t (customs to trader notification service)

A single service is defined to identify the flow from customs to traders and is responsible for
providing functionalities related to the reception of information from ICS2 Trader Interface by
an Economic Operator in the form of Information Exchange messages.

Table 6: List of services to be implemented by EO system

The above services provide a number of operations allowing a trader to interact with the 1CS2
system and vice versa. The payload of these operations is the information exchange messages that
are defined in the ICS2 Information Exchange Message Specifications document [R04].
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In the table found in Annex 1, the reader can find the description of ICS2 TI services, the
operations (or actions®) of those services and the user messages payload of those operations.

3.3 RULES AND CONDITIONS

The messages must conform to several rules and conditions, and to IT technical rules as described
in 3.3.2.

3.3.1 Message validation

All messages will be validated syntactically and semantically. The format of the messages and
the rules and conditions to which the messages must conform to are defined in the 1CS2
Information Exchange Specifications [R04].

3.3.2 IT Technical rules

3.3.2.1 Single message payload

It is not allowed to send bulk messages containing multiple information exchange messages as
defined above. One message will include a single message payload, sent by a single Person filing
(e.g. in the case of filing messages each message can only contain one ENS Filing).

3.3.2.2 Single message interface’

All operations on an ENS filing must be sent over the same message channel (system-to-system
or web user interface). This means it is not possible to send an ENS filing registration over the
system-to-system interface and amend it over the web user interface.

3.3.2.3 Response and notification routing

The routing mechanism of replies and notifications to traders regarding a particular ENS
submission (filing, amendment, invalidation or arrival notification) must identify the AS4
endpoint (Access Point of destination) and the channel (NTI, STI or Ul) to be used.

The rules below will apply by order of priority:

o If the message is the initial reply to an ENS Filing or Arrival Notification, it will be
addressed to the access point used by the person that submitted this ENS Filing or Arrival
Notification following the channel of reception of the initial submission;

o If the message, having an MRN as subject, is addressed to the person that obtained the
given MRN via a Tl in a previous filing (ENS Filing or Arrival Notification), it will be
addressed to the access point used by this person for that previous filing following the
channel of the message attributing the MRN;

o If the message, having a given MRN in its content, is addressed to EOs other than the
person filing (to which the given MRN is attributed) and:

o If this economic operator has recorded a preference in the TI system (channel)
used for the incoming messages, the notification is sent to the access point
registered in the preference;

o0 Ifthe EO has not recorded a preference, he is considered as not connected to the
system and hence the notification is not sent.

& Service operations are called ‘actions’ in the context of the AS4 protocol. We will use this terminology
from here onwards.

7 A request was raised by some participants of the STI Project Group to allow the multiple channel for an
ENS Filing and amendment. This request is being assessed.
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3.3.2.4 Selection of ICS2 Trader Interface

Each Member State has a single associated ICS2 Trader Interface. Either this is the ICS2 Shared
Trader Interface (STI) or the National Trader Interface (NTI) of this Member State. For each filing
delivered by a Sender access point used by the EO, the trader interface of the Member State that
is addressed in the filing must be used.

This Sender access point must connect to the relevant Trader Interface system (National or
Shared) according to the location of the Customs Office of First Entry (COFE) or (if unknown)
to the Member State to which the ENS Filing will be addressed.

3.3.25 Support for multiple message versions

A Trader Interface (TI) must support two distinct versions of any specified message. This in order
to guarantee the flexible evolution of the TI and the specified messages in particular (section
4.2.3.1 details the support at HT1 level).

3.3.2.6  Priority messages

EO systems, DG TAXUD and Member States will size their infrastructure to meet the
performance requirements of 1CS2 operations. It might happen though that messages start to be
buffered in exceptional circumstances such as:

o unexpectedly high peak of messages;
e unexpected downtime of a given service (either the EO system or the ICS2 TI).

In such circumstances, an internal mechanism to prioritise messages is implemented by ICS2 in
order to handle specific messages with higher priority according to their message type. It is
recommended that a similar operational mechanism may also be implemented by EO systems, at
least by those impacted by larger volumes.

The messages in ICS2 have been categorised in three different categories taking into account the
mode of transport, the state which a given business process has obtained and its urgency of
information exchanges with regard to the potential process disruption and the consequent practical
damage this may have for traders and administration. The categories are defined as follows:

o Category A — high priority: messages required to ensure the timely application of
measures already decided by the customs authorities. Messages to trade to avoid business
damage are also in this category;

e Category B — normal priority: messages required for a proper execution of the given
business process regarding the process' time sequence and constraints;

e Category C — low priority: messages which are notifications for information and
transparency reasons only.

Table 7 defines the category for all ICS2 messages. The messages IE3R03 (HRCM) and IE3N06
(Arrival notification) are high priority messages sent by the EO systems. In case of temporary
system unavailability, it is recommended that those messages are sent prior to other messages.

Message ID Category A | Category B | Category C
IE3Q01
IE3Q03
IE3R03
IE3NO03
IE3N06
IE3NO08
IE3Fxx
IE3AXX
IE3Q02

X| X| X| X| X| X

X| X[ X
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Message ID Category A | Category B | Category C
IE3RO1
IE3R02
IE3R04
IE3R08
IE3NO1
IE3N99
IE3Q04
IE3Q05
IE3RO7
IE3NO02
IE3N04
IE3NO05
IE3NO7
IE3N09
IE3N10

X[ X| X[ X| X[ X

X X[ X[ X| X| X| X|X]| X

Table 7: Message prioritisation
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4 TECHNICAL INFORMATION EXCHANGE SPECIFICATIONS

The ICS2 Trader Interface (TI) uses AS4 as a message exchange protocol as profiled in the
eDelivery AS4 specifications (formerly known as e-SENS AS4). The following sections give an
overview of the high-level messaging functionality of the eDelivery AS4 profile used by the ICS2
Trader Interface.

The first section introduces the protocol based on the eDelivery AS4 specifications. More
information can be found in eDelivery AS4 specifications ([R01]), the OASIS ebXML Messaging
Services specifications ([R07]) and AS4 Profile of ebMS 3.0 ([R0O7]). The second section details
all elements of the user message, while the subsequent sections cover the signal message, routing
and finally security aspects.

4.1 EDELIVERY AS4 OVERVIEW

4.1.1 Features

AS4 defines a standardized, secure and reliable exchange of messages, containing one (or
multiple) payload(s). The following are the key features of the eDelivery AS4 profile used by the
Trader Interface:

e Interoperable: AS4 is defined as an OASIS standard. It is built on top of existing
standards, which have proven interoperability in the past: MIME, SOAP and WS-
Security;

e Secure: AS4 uses a subset of the WS-Security features including digital certificate
sealing in order to assure message non-repudiation and data confidentiality;

e Reliable: AS4 guarantees once-and-only-once delivery, via the exchange of
acknowledgments and additional requirements on both send and receive side;

e Payload agnostic: AS4 can exchange any kind of payloads and supports multiple
payloads being sent in one AS4 message. In the case of Tl message exchanges will be
limited to one XML payload per message.

The eDelivery AS4 Profile defines a mandatory Common Profile that selects, extends and profiles
the AS4 ebHandler Conformance Profile and AS4 Additional Features and provides a common
Usage Profile. The ICS2 Trader Interface further constrains these by following the eDelivery
profile as described in the sections below. This profile can be implemented using open source or
closed source AS4 software implementations that conform to eDelivery specifications [R08].

On top of the AS4 ebHandler Conformance Profile, the eDelivery AS4 profile used as a baseline
by 1CS2 updates or adds some functionality:

e Algorithms specified for securing messages at the Message Layer are updated to current
guidelines and use of electronic signature for sealing is mandatory;

e Thereis an added requirement to support Two Way Message Exchange Patterns (MEPS);
o Transport Layer Security, if handled in the AS4 handler, is profiled and is mandatory;
e The WS-Security version is the 1.1.1;
e Support for IPv4 and IPv6 is explicitly required.
It also adapts some requirements:

e The Pull mode is profiled in the eDelivery AS4 profile and ICS2 will support it;
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e Thesingle XML payload is exchanged in a separate MIME part, never in the SOAP body;
e Technical receipts and errors are reported synchronously only;

e Electronic sealing is using the WS-Security specification using the X.509 Token Profile,
which allows certificates to be used to seal the payload to ensure the data origin and
integrity. Throughout the remainder of the document the term sealing will be used as
representing the AS4 signature mechanism defined in the AS4 documentation;

e Message encryption is currently mandatory in the eDelivery AS4 profile. 1CS2 will
deviate from the eDelivery AS4 profile on this aspect and not apply AS4 encryption as it
relies already on encryption at the transport level (TLS/SSL)®.

In the context of the Trader Interface of the ICS2 system, the eDelivery AS4 profile is further
specified through the definition of Processing Mode (P-Mode) configuration values with the aim
of clarifying and removing any ambiguity. Refer to Annex 2.

4.1.2 Messaging Model

The following key concepts and terminology from the ebMS 3 core specification ([RO7]) are used
to model message exchanges as shown in the figure below. The message flow is reversed when
the exchange is initiated by Customs.

P-Mode

Economic Operator Customs
SUBMIT SEND
EO Business L Trader
Application Acqess Interface
€ NGTIFY Point
Producer Sending MSH Receiving MSH Consumer
AS4
communication

Figure 9: Message model

e A Messaging Service Handler (MSH) is an entity that is able to generate or process
messages that conform to the ebMS specification, and to act as a sender or receiver role.
This can be any eDelivery conformant AS4 access point [R08] on the Economic
Operator’s side;

e A Producer is an entity (e.g. business application) that constructs the functional payload
and interacts with a Sending MSH (i.e. an MSH in the Sending role) to initiate the sending
of a user message;

e A Consumer is an entity that interacts with a Receiving MSH (i.e. an MSH in the
Receiving role) to consume the functional payload from a received user message.

The interaction between these components is defined in abstract operations, such as Submit, Send,
Receive, Deliver and Notify. The communication between a Producer/Consumer and an MSH
can be done in an implementation specific way, which is out of scope for the AS4 usage profile.

A Message is a logical unit which consists of User Messages or Signal Messages.

8 In the context of the STI Project Group it was concluded that double encryption was an unnecessary and
redundant measure adding a burden to the performance of the system and that it would be enough to
rely on encryption at Transport level only. An additional operational complexity would also arise due
to the fact that it requires the management of the certificates used for encryption at the receiving access
point.
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e The User Message contains the actual business payload that is exchanged amongst the
business applications of two parties (an eb:Messaging/eb:UserMessageXML structure).
From a business application perspective, only these categories of messages must be
specified,;

o Signal Messages (an eb:Messaging/eb:SignalMessage XML structure) have a supporting
role in establishing message exchange patterns, non-repudiation and reliability. They are
restricted to the sending and receiving MSH. There are 3 types of Signal Messages:

- The Receipt is a positive acknowledgment. It indicates that the receiving MSH
could parse the incoming message without an exception. This ensures the
Received operation was successful;

- The Error is a negative acknowledgment. It indicates that the receiving MSH
encountered an issue during the parsing of the incoming message;

- The Pull Request is in support of the pull message exchange pattern described
below. While part of the AS4 specifications, the current version of the eDelivery
AS4 profile does not use the Pull pattern.

4.1.3 Message Exchange Pattern

4.1.3.1 General Definition

An ebMS Message Exchange Pattern (MEP) defines a typical choreography of ebMS User
Messages which are all related using the referencing feature (RefToMessageld). Each message
of an MEP instance refers to a previous message of the same instance, unless it is the first one to
occur. Messages are associated with a label (e.g. "request”, "reply™) that precisely identifies their

direction between the parties involved and their